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PREAMBLE

The following Plaintiffs allege as set forth herein:

e “Maximus Bellwether Plaintiffs”: Gregory Bloch, Barbara Cruciata, Benjamin Dieck,
Victor Diluigi, S.K. and M.K. (minors through their legal guardian), Shellie Harper
McCaskell, Elaine McCoy, Robert Plotke, Jvanne Rhodes, M.P. and M.Y. (minors
through their legal guardian), and Alexys Taylor;

o “Welltok Bellwether Plaintiffs”: Tamara Williams, Jeffrey Weaver, Amanda Copans,
Denise Meyer, Christopher Rehm, Sherrie Rodda, Laquesha George, and Megan
McClendon;

e “Delta Dental Bellwether Plaintiffs”: Karen Boginski, Doris Cadet, Marvin Dovberg,
Deanna Duarte, Michelle Gonsalves, Margaret Kavanagh, John Meeks, Terrill
Mendler, Manuel Mendoza, Ricardo Moralez, Hannah Polikowsky, Diamond Roberts,
Taneisha Robertson, and Yvette Tillman; and

e “PBI Bellwether Plaintiffs”: Keith Bailey, Camille Burgan, Eugene Burgan, Steven
Checchia, Gilbert Hale, Lynda Hale, Brinitha Harris, Patrice Hauser, Tricia Hernandez,
Patricia Marshall, Rita Pasquarelli, Margaret Phelan, Jose Soto, Steven Teppler, and
Katharine Uhrich.

Collectively, the (a) Welltok Bellwether Plaintiffs, (b) Maximus Bellwether Plaintiffs, (c)

Delta Dental Bellwether Plaintiffs, and (d) PBI Bellwether Plaintiffs (i.e., all Plaintiffs named in
this Bellwether Consolidated Amended Complaint) shall hereinafter be referred to as the

“Bellwether Plaintiffs” or “Plaintiffs.”
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Pursuant ECF No. 1267—granting Plaintiffs’ request to file a single consolidated amended
complaint—the instant Bellwether Consolidated Amended Complaint is organized “like chapters
in a book, with allegations as to each bellwether defendant set forth in its own section™ as follows:

e CHAPTER ONE: Factual allegations concerning all Defendants.

e CHAPTER TWO: Progress Bellwether Chapter

e CHAPTER THREE: PBI Bellwether Chapter

e CHAPTER FOUR: Delta Dental Bellwether Chapter

e CHAPTER FIVE: Maximus Bellwether Chapter

e CHAPTER SIX: Welltok Bellwether Chapter

In Chapter Two — the Progress Chapter, all Bellwether Plaintiffs, individually and on
behalf of all others similarly situated, upon personal knowledge of facts pertaining to themselves,
bring causes of action and additional allegations against Progress Software Corporation and
Ipswitch, Inc. (collectively, “Progress”).

In Chapter Three — the PBI Chapter, PBI Bellwether Plaintiffs, individually and on
behalf of all others similarly situated, upon personal knowledge of facts pertaining to themselves,
bring causes of action and additional allegations against the following Bellwether Defendants, who
are collectively referred to hereinafter as the “PBI Bellwether Defendants”: Genworth Life and
Annuity Insurance Company (“GLAIC”), Genworth Life Insurance Company (“GLIC”),
Genworth Financial, Inc. (“Genworth Financial” and collectively with GLAIC and GLIC,
“Genworth Defendants” or “Genworth), Milliman Inc. (d/b/a Milliman Intelliscript, Inc.),

Milliman Solutions, LLC (“Milliman Solutions” and collectively with Milliman Inc., “Milliman

! See id. at 5; see also ECF No. 1269, 99:22 — 100:4 (Hon. District Judge Allison D. Burroughs:
“If you could set it up sort of like chapters in a book ....”).

-2
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Defendants” or “Milliman”), MEMBERS Life Insurance Company (“MLIC”), Pension Benefit
Information LLC d/b/a PBI Research Services (“PBI”), and Teachers Insurance and Annuity
Association of America (“TIAA”).

In Chapter Four — the Delta Dental Chapter, Delta Dental Bellwether Plaintiffs,
individually and on behalf of all others similarly situated, upon personal knowledge of facts
pertaining to themselves, bring causes of action and additional allegations against the following
Bellwether Defendants, who are collectively referred to hereinafter as the “Delta Dental
Defendants”: Delta Dental of California (“DDCA”), Delta Dental Insurance Company (“DDIC”),
Delta Dental of New York (“DDNY”), and Delta Dental of Pennsylvania (“DDPenn”)
(collectively, “DDCA and Affiliates”), and Delta Dental Plans Association (“DDA”) (collectively,
with DDCA and Affiliates, the “Delta Dental Bellwether Defendants™).

In Chapter Five — the Maximus Chapter, Maximus Bellwether Plaintiffs, individually
and on behalf of all others similarly situated, upon personal knowledge of facts pertaining to
themselves, bring causes of action and additional allegations against the following Bellwether
Defendants, who are collectively referred to hereinafter as the “Maximus Bellwether
Defendants” or “Maximus”: Maximus, Inc. (“Maximus Inc.”), Maximus Federal Services, Inc.
(“MFSI”), Maximus Human Services, Inc. (“MSI”’), Maximus Health Services, Inc. (“MHSI”).

In Chapter Six — the Welltok Chapter, Welltok Bellwether Plaintiffs, individually and
on behalf of all others similarly situated, upon personal knowledge of facts pertaining to
themselves, bring causes of action and additional allegations against the following Bellwether
Defendants, who are collectively referred to hereinafter as the “Welltok Bellwether Defendants”:
Welltok, Inc. (“Welltok™), Sutter Health (“Sutter Health™), OSF Healthcare System (“OSF”),

Corewell Health (“Corewell” or “Corewell Health™), Virginia Mason Franciscan Health (“Virginia
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Mason”), CHI Health — NE (“CHI”), and Baylor Scott & White Health (“Baylor Scott”)?
(collectively, Baylor Scott, Corewell, Sutter Health, OSF, CHI, and Virginia Mason are the
“Welltok VCE Defendants™) (and together Welltok, the Welltok VCE Defendants are the “Welltok
Bellwether Defendants”™).

Progress, PBI Bellwether Defendants, Delta Dental Bellwether Defendants, Maximus
Bellwether Defendants, and Welltok Bellwether Defendants (i.e., all Defendants named in this
complaint) are hereinafter collectively referred to as “Defendants” or “Bellwether Defendants.”

Plaintiffs allege as follows:

. INTRODUCTION

1. Plaintiffs bring this Bellwether Consolidated Class Action Complaint against
Defendants on behalf of themselves and all other similarly situated individuals, stemming from a
data breach impacting more than 85 million people,® who had their highly sensitive personally
identifiable information (“PII”’)—including, but not limited to, their full names, dates of birth, and
Social Security numbers—and protected health information (“PHI,” and together with PII, “Private
Information”) accessed, compromised, and obtained by malicious, unauthorized third parties from

Defendants’ systems as early as May 27, 2023* (the “Data Breach”).

2 The Parties submitted a Joint Submission Regarding Addition of Three Bellwether Parties on
November 27, 2024 (ECF 1287), setting out, inter alia, their respective positions on the inclusion
of Baylor Scott as a bellwether defendant. The Court had not yet ruled on the issue of Baylor
Scott’s inclusion at the time of the finalization and filing of this Complaint. Should the Court rule
that Baylor Scott may not be included as a bellwether defendant at this time, Plaintiffs will remove
Baylor Scott and re-file their Bellwether Consolidated Class Action Complaint as soon as possible.

3 Bert Kondruss, MOVEit hack victim list, Kon Briefing, https://konbriefing.com/en-topics/cyber-
attacks-moveit-victim-list.ntml (last updated Dec. 20, 2023).

* MOVEit Transfer Critical Vulnerability (May 2023) (CVE-2023-34362), Progress: Community
(June 16, 2023), https://community.progress.com/s/article/MOVEit-Transfer-Critical-
Vulnerability-31May2023; Nader Zaveri et al., Zero-Day Vulnerability in MOVEit Transfer

-4-
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2. Defendants tout the safety and security of their services and systems on their
websites, particularly their data privacy practices, but failed to adhere to those promises and,
instead, allowed the Data Breach to occur.

3. For instance, Progress states: “The security of our customers’ environments is
paramount. Progress has a comprehensive cybersecurity program in place which includes a zero-
trust cybersecurity architecture approach, compliance audits and verifications, source-code
scanning, external penetration tests, third-party deep-dive code assessments as well as ongoing
coordination with some of the industry’s top cybersecurity researchers.”

4. Likewise, as alleged in greater detail below, all other Bellwether Defendants make
similar statements to consumers that the Personal Information that they entrust to Defendants will
remain safe and secure.

5. At the center of the Data Breach, and all Plaintiffs’ claims herein, is Progress’s on-
premises secure file transfer software, MOVEit Transfer, which is represented as providing a
“secure environment for your file transfers to help you meet cybersecurity standards, exchange
data efficiently, and protect your reputation.”®
6. MOVEit Transfer is part of Progress’s MOVEit suite of products, originally

developed by Progress’s wholly-owned subsidiary, Ipswitch, Inc. (“Ipswitch”), which Progress

acquired in 2019.7

Exploited for Data Theft, Mandiant: Blog (Apr. 3, 2024), https://www.mandiant.com/resources/
blog/zero-day-moveit-data-theft.

® Progress Trust Center, Progress: MOVEit, https://www.progress.com/security (last visited Nov.
26, 2024).

® MOVEit: Managed File Transfer Software, Progress, https://www.progress.com/moveit/moveit-
transfer (last visited Dec. 5, 2024).

" Larry Dignan, Progress acquires Ipswitch for $225 million, tops first quarter targets, ZDNet
(Mar. 28, 2019), https://www.zdnet.com/article/progress-acquires-ipswitch-for-225-million-tops-
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7. Progress boasts MOVEit as the “leading secure Managed File Transfer (MFT)
software used by thousands of organizations around the world to provide complete visibility and
control over file transfer activities. Whether deployed as-a-Service, in the Cloud, or on premises,
MOVEit enables your organization to meet compliance standards, easily ensure the reliability of
core business processes, and secure the transfer of sensitive data between partners, customers,
users and systems.”®

8. Progress’ website further assures MOVE:it users that it has substantial data privacy
protections and practices in place to keep sensitive Private Information secure. For example:

Progress MOVEIit helps your organization meet cybersecurity
compliance standards such as PCI-DSS, HIPAA, GDPR, SOC2 and
more. Provide a more secure environment for your most sensitive
files, while supporting the reliability of core business processes.

* % %

The security of our customers’ environments is paramount. Progress
has a comprehensive cybersecurity program in place which includes
a zero-trust cybersecurity architecture approach, compliance audits
and verifications, source-code scanning, external penetration tests,
third-party deep-dive code assessments as well as ongoing
coordination with some of the industry’s top cybersecurity
researchers

When vulnerabilities are found, we work quickly to mitigate the
risk, issue appropriate patches and communicate directly with our
customers, so they can take immediate action to harden their
environments against those vulnerabilities.®

first-quarter-targets/; Progress Completes Acquisition of Ipswitch, Inc., Progress: Press Release
(May 1, 2019), https://investors.progress.com/news-releases/news-release-details/progress-
completes-acquisition-ipswitch-inc#.

8 Managed File Transfer Software, Progress: MOVEit, https://www.ipswitch.com/moveit (last
visited Nov. 26, 2024).

° Progress Trust Center, Progress: MOVEit , https://www.progress.com/security (last visited Nov.
26, 2024).
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9. MOVEit Transfer is software that is licensed to customers on a subscription basis
and installed by customers on their own servers, providing the customers with the ability to store,
send, and receive sensitive files.! MOVEit Transfer is typically accessed by each customer’s users
through a public-facing web portal that is run on the customer’s servers, not Progress’s servers.!

10. Progress claims MOVEIt Transfer encrypts files both in transit and at rest so they
cannot be viewed at any time without the appropriate encryption key.*?

11. In addition to Progress, the other Defendants in this case are customers who
contract directly with Progress to use MOVEit Transfer on their own servers, or other vendors who
contract with a third party which in turn uses MOVEit Transfer. A variety of parties—such as
direct users or vendors—thus used MOVEit software to effectuate file transfers. See Exhibit A
(Updated Defendant Track Appendix A).

12.  Progress’ website states that “in some cases, end users of our customers may need
to provide Sensitive [Private] Information to our customer in order to make use of an application
that uses our Product or SaaS Product and that Sensitive Personal Information may be stored or
processed by us as a result. We process such Sensitive [Private] Information in the role of a
processor on behalf of a customer (and/or its affiliates) who is the responsible controller of the

Sensitive [Private] Information concerned.”*®

10 More Secure Managed File Transfer Software for the Enterprise, Progress: MOVEit,
https://www.progress.com/moveit/moveit-transfer (last visited Nov. 26, 2024).

11 Advanced Topics: Systems Internal — URL Crafting, MOVEit Transfer 2023.1 Adm’r Guide,
Progress: Prod. Documentation (Apr. 21, 2022), https://docs.progress.com/bundle/moveit-
transfer-web-admin-help-2023/page/System-Internals-URL-Crafting.html.

12 Introduction, MOVEit Transfer 2023.1 Adm’r Guide, Progress: Prod. Documentation (Apr. 21,
2022), https://docs.progress.com/bundle/moveit-transfer-web-admin-help-2023/page/Introduction
\.html.

13 https://www.progress.com/legal/privacy-policy.
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13.  On or around May 31, 2023, Progress discovered a vulnerability in MOVE:it
Transfer that “could lead to escalated privileges and potential unauthorized access.” On or about
that same day, Progress purportedly notified all of its customers that used MOVEit (such as
Bellwether Defendants), and developed and released a security patch for the vulnerability used in
the Data Breach.!* The vulnerability was given a severity rating under the Common Vulnerability
Scoring System of 9.8 out of 10, signifying that the vulnerability is near the highest level of
severity, or “critical.”®® As described below, Progress continued to find additional security
vulnerabilities in the MOVEit Transfer software as well as its other products.

14, On or around May 27, 2023, the Russian cybercriminal ransomware gang CIlOp
exploited MOVEit Transfer’s vulnerabilities by simultaneously deploying malware to public-
facing MOVEit Transfer web portals of thousands of MOVEit Transfer customers, decrypting the
stored data, and downloading it in bulk.®

15. Because the MOVEit Transfer software was not designed to discover or defend

against this type of attack, it initially went undetected.!’” Further, because MOVEit Transfer is

14 MOVEit Transfer Critical Vulnerability (May 2023) (CVE-2023-34362), Progress: Community
(June 16, 2023), https://community.progress.com/s/article/MOVEit-Transfer-Critical-
Vulnerability-31May2023.

15 NIST, Progress MOVEit Transfer SQL Injection Vulnerability (CVE-2023-34362) Detail, Nat’l
Vulnerability Database (June 23, 2023), https://nvd.nist.gov/vuln/detail/CVE-2023-34362.

16 Nader Zaveri et al., Zero-Day Vulnerability in MOVEit Transfer Exploited for Data Theft,
Mandiant: Blog (Apr. 3, 2024), https://www.mandiant.com/resources/blog/zero-day-moveit-data-
theft.

17 Nader Zaveri et al., Zero-Day Vulnerability in MOVEit Transfer Exploited for Data Theft,
Mandiant: Blog (Apr. 3, 2024), https://www.mandiant.com/resources/blog/zero-day-moveit-data-
theft.
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installed on each customer’s servers, there could be no coordinated effort to stop the attack until
Progress published a patch.8

16. ClOp’s coordinated attack provided it with unfettered access to unencrypted Private
Information of millions of individuals.

17. On June 6, 2023, after the Data Breach was publicized and a patch was rolled out,
ClOp claimed credit for the Data Breach and threatened to post stolen data online unless the
compromised organizations paid a ransom.°

18.  When the deadline expired, ClOp proceeded to publish terabytes of stolen data on
the dark web.?°

19. By December 20, 2023, over 2,600 organizations—accounting for at least 85
million individual victims—had been compromised in the Data Breach.?

20.  Despite the immediate notification of Progress’s customers about the Data Breach,
individual victims, including Plaintiffs, were not notified that their Private Information was
compromised until months later.

21.  The Private Information of millions of individuals compromised in the Data Breach
continues to be circulated on the dark web and leveraged by cybercriminals. In one example, a

person or group known as Nam3L3ss has sought to download, clean, and organize all data stolen

18 Joe Slowik, Move It on Over: Reflecting on the MOVEit Exploitation, Huntress: Blog (Jul. 7,
2023), https://www.huntress.com/blog/move-it-on-over-reflecting-on-the-moveit-exploitation.

19 Nader Zaveri et al., Zero-Day Vulnerability in MOVEit Transfer Exploited for Data Theft,
Mandiant: Blog (Apr. 3, 2024), https://www.mandiant.com/resources/blog/zero-day-moveit-data-
theft.

20 Riam Kim-Mcleod, Clop Leaks: First Wave of Victims Named, ReliaQuest: Blog (July 28, 2023,
10:00 AM), https://www.reliaquest.com/blog/clop-leaks-first-victims/.

21 Bert Kondruss, MOVEit hack victim list, Kon Briefing, https://konbriefing.com/en-topics/cyber-
attacks-moveit-victim-list.ntml (last updated Dec. 20, 2023).
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in the Data Breach to make it easily accessible to cybercriminals, and has already done so with
millions of records from dozens of organizations so far.?? Accordingly, Plaintiffs and individual
victims of the Data Breach will continue to be victimized as information obtained from the Data
Breach will continue to proliferate on the dark web.?® And as more information continues to be
disclosed by cybercriminals, fraud and attempted fraud and identity theft will continue to occur
for millions more individuals.

22. Each and every Defendant was responsible for the collection, storage, and
protection of Plaintiffs and Class members’ Private Information. Defendants owed duties to
Plaintiffs and Class members to implement and maintain reasonable and adequate security
measures to secure, protect, and safeguard their Private Information against unauthorized access
and disclosure. Defendants breached those duties by, among other things, failing to implement and
maintain reasonable security procedures and practices to protect the Private Information entrusted
to them from unauthorized access and disclosure, failing to ensure that third-party software
followed industry standards for data security, and failing to ensure that third-party vendors used
software that followed industry standards for data security, thereby allowing the Data Breach to

occur.

22 Ernestas Naprys, MOVEit fallout: hackers leak employee data from Amazon, MetLife, HSBC,
and other major companies, cybernews (Nov. 11, 2024, 4:09 PM), https://cybernews.com/
security/moveit-fallout-hackers-leak-employee-data-from-amazon-metlife/;  lonut  Arghire,
760,000 Employee Records from Several Major Firms Leaked Online, SecurityWeek (Dec. 3,
2024), https://www.securityweek.com/760000-employee-records-from-several-major-firms-
leaked-online/.

23 Alex Scroxton, More data stolen in 2023 MOVEit attacks comes to light, ComputerWeekly.com
(Nov. 12,2024, 4:10 PM), https://lwww.computerweekly.com/news/366615522/More-data-stolen-
in-2023-MOVEit-attacks-comes-to-light. (“Kevin Robertson, chief operating officer at Acumen
Cyber, said: “This leak shows how data makes its way across the dark web, often reappearing in
the news long after breaches took place and often in the hands of other attackers.”).
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23.  As aresult of Defendants’ inadequate data security and breach of their duties and
obligations, the Data Breach occurred, and Plaintiffs’ and Class members’ Private Information was
accessed by, and disclosed to, unauthorized and malicious third-party actors. This instant action
seeks to remedy Defendants’ failings and their consequences. Plaintiffs thus bring this Complaint
on behalf of themselves, and all similarly situated individuals whose Private Information was
exposed as a result of the Data Breach, which Progress publicly disclosed on May 31, 2023.

PARTIES
1. PLAINTIFFS
A Maximus Bellwether Plaintiffs
1. Plaintiff Gregory Bloch

24.  Plaintiff Gregory Bloch (‘“Plaintiff Bloch”) is, and was at all relevant times, an
individual and citizen of Fleming Island, Florida.

25.  Plaintiff Bloch’s children received healthcare services through the Florida Healthy
Kids Corporation.

26. Plaintiff Bloch received a letter from Maximus, Inc. dated August 25, 2023, that
informed him of “an incident that may have involved your personal health information. Maximus
provides administrative services to the Florida Healthy Kids Corporation (Healthy Kids) to support
its health insurance program. Maximus uses a software called MOVEit Transfer, a third-party
software application provided Progress Software Corporation (Progress). The incident involved a
critical vulnerability in MOVEit Transfer.”

27.  The letter states further as follows:

What happened?

On May 30, 2023, Maximus detected unusual activity in our MOVEit environment.

We promptly began to investigate with the help of nationally recognized
cybersecurity experts. On May 31, 2023, Maximus took our MOVEit application
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offline. Later that same day, Progress first publicly announced a problem with its
MOVEit software, which allowed an unauthorized person to gain access to files of
many MOVEit customers, including Maximus. ***

Maximus promptly informed Healthy Kids of the incident and we have been
working with them since. Additionally, we engaged a forensic investigation firm
and a data analysis firm to identify affected individuals and the types of information
involved. We learned that on approximately May 27 - May 31, 2023, the
unauthorized person obtained copies of certain files that were saved in the Maximus
MOVEit application. We then began to analyze the files to determine which data
was affected and on June 12, 2023, determined filed related to Healthy Kids were
impacted. Our investigation determined that the files contained some of your
family’s personal information.

What information Was involved?
Although the information impacted by the incident varied by individual, the
information involved may include:

28.

Name, address, date of birth, phone number, email address
Social Security number, other government-issued identifier
Tribal identification or enrollment number

Family Account Number

At the time that Progress discovered the Data Breach—on or around May 31,

2023—Defendants Progress and Maximus, Inc. retained Plaintiff Bloch’s PII in their computer

systems.

29.

Accordingly, the letter states that Progress and Maximus, Inc. possessed Plaintiff

Bloch’s PII, including his name, address, date of birth, phone number, email address, Social

Security number, other government-issued identifier, Tribal identification or enrollment number,

and Family Account Number, but failed to protect it and, instead, allowed cybercriminals to access

it through the Data Breach.

30.

According to the letter, Progress and Maximus, Inc. learned of the Data Breach as

early as May 30-31, but they waited approximately three months before only Maximus, Inc.

notified Plaintiff Bloch that his highly sensitive PIl was compromised in the Data Breach.

-12-
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31. In addition to their substantial delay in notifying Plaintiff Bloch of the Data Breach,
Defendants also put the burden on Plaintiff Bloch to prevent any further harm resulting from the
Data Breach by stating in the letter: “remain vigilant by reviewing your financial statements and
accounts for signs of suspicious transactions and activities. Report any indications of suspected
fraud or identify theft to local law enforcement, your State’s Attorney General’s office, or the
Federal Trade Commission.”

32.  According to the letter, Defendants waited three months before they notified
Plaintiff Bloch that his Personal Information was compromised in the Data Breach. To date, critical
details of the root cause of the Data Breach, the vulnerabilities exploited, and the remedial
measures undertaken to ensure that such a breach does not occur again have not been explained to
Plaintiff Bloch, who retains a vested interest in ensuring that his Pl remains protected.

33. Moreover, Defendants’ disclosure amounts to no real disclosure because it fails to
inform, with any degree of specificity, Plaintiff Bloch of the Data Breach’s critical facts. Without
those details, Plaintiff Bloch’s ability to mitigate harms resulting from the Data Breach is severely
diminished.

34. Plaintiff Bloch’s PII compromised in the Data Breach has already been misused by
cybercriminals for fraud and identity theft. More specifically, Plaintiff Bloch incurred fraudulent
charges on his Navy Federal Credi Union debit card in June 2023, which caused him to cancel the
card. Additionally, Mr. Bloch was informed by Dark Web Alerts on April 12, 2024 and September
11, 2024 that his Social Security number was compromised. Further, at the direction of Maximus,
Inc., Plaintiff Bloch made reasonable efforts to mitigate the impact of the Data Breach, which has
included researching and verifying the legitimacy of the Data Breach, monitoring his accounts for

suspicious activity, investigating suspicious activity, and contacting banks, credit card companies,

13-
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and other businesses about suspicious activity. Plaintiff Bloch has spent significant time dealing
with the Data Breach—valuable time Plaintiff Bloch otherwise would have put to profitable use,
including, but not limited to, work and/or recreation. All told, Plaintiff Bloch estimates that he has
spent approximately 60 hours to date responding to the Data Breach. This time has been lost
forever and cannot be recaptured.

35.  The Data Breach has caused Plaintiff Bloch fear, anxiety, sleep disruption, stress,
anger, fear for his personal financial security, and fear for what information was revealed in the
Data Breach, which has been compounded by Defendants’ 3-month delay in informing him of the
fact that his PII, including his Social Security number, was acquired by known cybercriminals
through the Data Breach.

36. Plaintiff Bloch has also experienced a large uptick in fraudulent spam and phishing
calls and emails since the Data Breach.

37. Plaintiff Bloch greatly values his privacy and PIl and takes reasonable steps to
maintain the confidentiality of his PII, including maintaining strong passwords, regularly changing
passwords, using multi-factor authentication, promptly investigating any alerts about login
attempts or suspicious activity, never engaging in transactions/interacting with businesses he
doesn’t trust and/or non-reputable vendors, using free identity theft/credit monitoring services;
routinely checking same, regularly reviewing financial and other important account activity,
storing important documents in a safe place, never transmitting his Social Security number to
unknown/untrusted individuals/entities, and shredding/destroying sensitive documents

38.  Plaintiff Bloch anticipates spending considerable time and money on an ongoing

basis to try to mitigate and address harms caused by the Data Breach. In addition, Plaintiff Bloch
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will continue to be at present and continued increased risk of identity theft and fraud for years to
come.

39. Plaintiff Bloch has a continuing interest in ensuring that his PIl, which remains in
Defendants’ possession, is protected and safeguarded from future disclosure and/or data breaches.

40.  As aresult of the Data Breach, Plaintiff Bloch has already suffered—and is at an
increased risk of further suffering—injury and/or damages, including, but not limited to, the
unauthorized use of his stolen PII, heightened threat of identity theft and general mitigation efforts
spent on monitoring his credit and for identity theft, time and expenses spent scrutinizing bank
statements, credit card statements, and credit reports for fraudulent transactions/conduct, time and
expenses spent monitoring bank accounts for fraudulent activity, loss in value of his personal data,
lost property in the form of his compromised PIl, and injury to his privacy. Additionally, as a direct
result of the Data Breach, Plaintiff Bloch now faces a substantial risk that unauthorized third parties
will further misuse his PIlI because (1) the Data Breach involved a single cybercriminal
organization, CLOP, specifically targeting Defendants’ systems; (2) the dataset of Personal
Information that CLOP exfiltrated from Defendants’ systems has already been actually misused for
fraudulent and/or unauthorized conduct; and (3) the type of Personal Information CLOP exfiltrated
in the Data Breach is highly sensitive and can be misused for substantially injurious forms of
identity and/or fraud, such as fraudulently applying for and obtaining credit cards, loans,
mortgages, bank accounts, or other financial accounts in Plaintiff’s name. As a result of the Data
Breach, Plaintiff Bloch has (1) suffered, or is at an increased risk of suffering, unauthorized use of
his stolen PII such that he has suffered concrete injury; (2) suffered concrete injury in fact based
on the material risk of future misuse of his PIl and concrete harm by exposure to this risk; and

(3) experienced separate concrete, present harm caused by his exposure to the risk of future harm
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because he lost time that he spent taking protective measures that would have otherwise been put
to other productive use and lost opportunity costs associated with the time and effort he expended
addressing future consequences of the Data Breach.

41. Plaintiff Bloch experienced all of the foregoing harm and injury as a direct result
of Defendants’ actions and inactions that led to the Data Breach. The monetary relief sought herein
by Plaintiff Bloch would compensate him for the foregoing redressable injuries. Further, Plaintiff
Bloch seeks injunctive relief to redress the foregoing injuries and harm, including, but not limited
to, requiring Defendants to take steps to monitor for, protect, and/or prevent misuse of his PlI
accessed by cybercriminals in the Data Breach, as well as enact adequate data privacy/security
practices.

2. Plaintiff Barbara Cruciata

42. Plaintiff Barbara Cruciata (“Plaintiff Cruciata”) was at all relevant times an
individual and citizen of the Bronx, New York, but is now a citizen of Florida, residing in Delray
Beach, Palm Beach County as of July 23, 2024.

43.  Plaintiff Cruciata has received healthcare services from Medicare through the
Centers for Medicare & Medicaid Services.

44.  Plaintiff Cruciata received a letter from Maximus Federal Services, Inc. and the
Centers for Medicare & Medicaid Services (CMS) dated July 28, 2023, that informed her of “an
incident involving your personal information related to services provided by Maximus. The
incident involved a security vulnerability in the MOVE:it software, a third-party application which
allows for the transfer of files during the Medicare appeals process.”

45.  The letter states further as follows:

What Happened? On May 30, 2023, Maximus detected unusual activity in its

MOVEit application. Maximus began to investigate and stopped all use of the

MOVEit application early on May 31, 2023. Later that same day, the third-party
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application provider, Progress Software Corporation, announced that a
vulnerability in its MOVEit software had allowed an unauthorized party to gain
access to files across many organizations in both the government and private
sectors. Maximus notified CMS of the incident on June 2, 2023. To date, the
ongoing investigation indicates that on approximately May 27 through May 31,
2023, the unauthorized party obtained copies of files that were saved in the
Maximus MOVEit application, but that no CMS system has been compromised. As
part of that analysis, it was determined that those files contained some of your
personal information.

What Information Was Involved? We have determined that your personal and
Medicare information was involved in this incident. This information may have
included the following:

46.

Name

Social Security Numbers or Individual Taxpayer Identification Number
Date of Birth

Mailing Address

Telephone Number, Fax number, and Email Address

Medicare Beneficiary Identifier (MBI) or Health Insurance Claim Number
(HICN)

Driver’s License Number and State Identification Number

Medical history/ Notes (including medical record/account numbers,
conditions, diagnoses, dates of service, images, treatments, etc.)
Healthcare Provider and Prescription Information

Health Insurance Claims and Policy/Subscriber Information

Health Benefits & Enrollment Information.

At the time that Progress discovered the data breach—on or around May 31, 2023—

Defendants Progress and Maximus Federal Services, Inc. retained Plaintiff Cruciata’s PHI and PII

in their computer systems.

47.

Accordingly, the letter states that Progress and Maximus Federal Services, Inc.

possessed Plaintiff Cruciata’s PHI and PII, including her Name, Social Security Numbers or

Individual Taxpayer Identification Number, Date of Birth, Mailing Address, Telephone Number,

Fax number, and Email Address, Medicare Beneficiary Identifier (MBI) or Health Insurance Claim

Number (HICN), Driver’s License Number and State Identification Number, Medical history/

Notes (including medical record/account numbers, conditions, diagnoses, dates of service, images,
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treatments, etc.), Healthcare Provider and Prescription Information, Health Insurance Claims and
Policy/Subscriber Information, and Health Benefits & Enrollment Information, but failed to
protect it and, instead, allowed cybercriminals to access it through the Data Breach.

48.  According to the letter, Progress and Maximus Federal Services, Inc. learned of the
Data Breach as early as May 30-31, but they waited approximately two months before only
Maximus Federal Services, Inc. notified Plaintiff Cruciata that her highly sensitive PHI and PII
was compromised in the Data Breach.

49, In addition to their substantial delay in notifying Plaintiff Cruciata of the Data
Breach, Defendants also put the burden on Plaintiff Cruciata to prevent any further harm resulting
from the Data Breach by stating in the letter: “remain vigilant by reviewing your financial
statements and accounts for signs of suspicious transactions and activities. Report any indications
of suspected fraud or identify theft to local law enforcement, your State’s Attorney General’s
office, or the Federal Trade Commission.”

50.  According to the letter, Defendants waited two months before they notified Plaintiff
Cruciata that her Personal Information was compromised in the Data Breach. To date, critical
details of the root cause of the Data Breach, the vulnerabilities exploited, and the remedial
measures undertaken to ensure that such a breach does not occur again have not been explained to
Plaintiff Cruciata, who retains a vested interest in ensuring that her PHI and PIl remains protected.

51. Moreover, Defendants’ disclosure amounts to no real disclosure because it fails to
inform, with any degree of specificity, Plaintiff Cruciata of the Data Breach’s critical facts.
Without those details, Plaintiff Cruciata’s ability to mitigate harms resulting from the Data Breach

is severely diminished.
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52. At the direction of Maximus Federal Services, Inc., Plaintiff Cruciata made
reasonable efforts to mitigate the impact of the Data Breach, which has included researching and
verifying the legitimacy of the Data Breach, monitoring her accounts for suspicious activity, and
contacting banks, credit card companies, or other vendors about fraudulent/suspicious activity.
Plaintiff Cruciata has spent significant time dealing with the Data Breach—valuable time Plaintiff
Cruciata otherwise would have put to profitable use, including, but not limited to, work and/or
recreation. All told, Plaintiff Cruciata estimates that she has spent approximately 30 hours to date
responding to the Data Breach. This time has been lost forever and cannot be recaptured.

53.  The Data Breach has caused Plaintiff Cruciata fear, anxiety, stress, sleep disruption,
anger, headaches, fear for her personal financial security, and fear for what information was
revealed in the data breach, which has been compounded by Defendants’ 2-month delay in
informing her of the fact that her PHI and P11, including her Social Security number, was acquired
by known cybercriminals through the Data Breach.

54, Plaintiff Cruciata also experienced a large uptick in fraudulent spam and phishing
calls and emails immediately after the Data Breach.

55. Plaintiff Cruciata greatly values her privacy and PHI and P1I and takes reasonable
steps to maintain the confidentiality of her PHI and PII, including maintaining strong passwords,
using multi-factor authentication, promptly investigating any alerts about login attempts or
suspicious activity, never engaging in transactions/interacting with businesses she doesn’t trust
and/or non-reputable vendors, using free identity theft/credit monitoring services and routinely
checking same, regularly reviewing financial and other important account activity, storing
important documents in a safe place, never transmitting her Social Security number to

unknown/untrusted individuals/entities, and shredding/destroying sensitive documents.
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56.  Plaintiff Cruciata anticipates spending considerable time and money on an ongoing
basis to try to mitigate and address harms caused by the Data Breach. In addition, Plaintiff Cruciata
will continue to be at present and continued increased risk of identity theft and fraud for years to
come.

57. Plaintiff Cruciata has a continuing interest in ensuring that her PHI and PII, which
remains in Defendants’ possession, is protected and safeguarded from future disclosure and/or data
breaches.

58.  Asaresult of the Data Breach, Plaintiff Cruciata has already suffered—and is at an
increased risk of further suffering—injury and/or damages, including, but not limited to, the
unauthorized use of her stolen PHI and PII, heightened threat of identity theft and general
mitigation efforts spent on monitoring her credit and for identity theft, time and expenses spent
scrutinizing bank statements, credit card statements, and credit reports for fraudulent
transactions/conduct, time and expenses spent monitoring bank accounts for fraudulent activity,
loss in value of her personal data, lost property in the form of her compromised PHI and PII, and
injury to her privacy. Additionally, as a direct result of the Data Breach, Plaintiff Cruciata now
faces a substantial risk that unauthorized third parties will further misuse her PHI and PII because
(1) the Data Breach involved a single cybercriminal organization, CLOP, specifically targeting
Defendants’ systems; (2)the dataset of Personal Information that CLOP exfiltrated from
Defendants’ systems has already been actually misused for fraudulent and/or unauthorized
conduct; and (3) the type of Personal Information CLOP exfiltrated in the Data Breach is highly
sensitive and can be misused for substantially injurious forms of identity and/or fraud, such as
fraudulently applying for and obtaining credit cards, loans, mortgages, bank accounts, or other

financial accounts in Plaintiff’s name. As a result of the Data Breach, Plaintiff Cruciata has
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(1) suffered, or is at an increased risk of suffering, unauthorized use of her stolen PHI and P1I such
that she has suffered concrete injury; (2) suffered concrete injury in fact based on the material risk
of future misuse of her PHI and P11 and concrete harm by exposure to this risk; and (3) experienced
separate concrete, present harm caused by her exposure to the risk of future harm because she lost
time that she spent taking protective measures that would have otherwise been put to other
productive use and lost opportunity costs associated with the time and effort she expended
addressing future consequences of the Data Breach.

59. Plaintiff Cruciata experienced all of the foregoing harm and injury as a direct result
of Defendants’ actions and inactions that led to the Data Breach. The monetary relief sought herein
by Plaintiff Cruciata would compensate her for the foregoing redressable injuries. Further, Plaintiff
Cruciata seeks injunctive relief to redress the foregoing injuries and harm, including, but not
limited to, requiring Defendants to take steps to monitor for, protect, and/or prevent misuse of her
PHI and PII accessed by cybercriminals in the Data Breach, as well as enact adequate data
privacy/security practices.

3. Plaintiff Benjamin Dieck

60.  Plaintiff Benjamin Dieck (“Plaintiff Dieck™) is, and was at all relevant times, an
individual and citizen of Fayetteville, North Carolina.

61.  Plaintiff Dieck has no known relationship with Colorado Department of Human
Services or Maximus Human Services, Inc.

62.  Plaintiff Dieck received a letter from Maximus Human Services, Inc. dated August
24, 2023, that informed him of “an incident that may involve some of your personal information.
Maximus is a contractor to the State of Colorado Department of Human Services, Division of
Child Support Services (the Department) and provides services to support certain government
programs including the State Directory of New Hires. Your information may have been involved
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because the Department uses Maximus services to collect information employers are legally
mandated to report to the Department and other Child Support Service divisions throughout the
country. The incident involved a critical vulnerability in ‘MOVEit Transfer,” a third-party
software application provided by Progress Software Corporation (Progress).”

63.  The letter states further as follows:

What Happened?

On May 30, 2023, Maximus detected unusual activity in our MOVEit environment.

We promptly began to investigate and took the MOVEit environment offline early

on May 31, 2023. The investigation determined that from approximately May 27

to May 31, 2023, an unauthorized party obtained copies of certain computer files

saved in our MOVEit environment. We promptly notified the Department of the

incident. Following further review of these files, we determined that those files

contained some of your personal information.

What Information Was Involved?

The information involved may include your: name, social security number, address,

and date of birth.

64.  Atthe time that Progress discovered the data breach—on or around May 31, 2023—
Defendants Progress and Maximus Human Services, Inc. retained Plaintiff Dieck’s PII in their
computer systems.

65.  Accordingly, the letter states that Progress and Maximus Human Services, Inc.
possessed Plaintiff Dieck’s PII, including his name, Social Security number, address, and date of
birth, but failed to protect it and, instead, allowed cybercriminals to access it through the Data
Breach.

66.  According to the letter, Progress and Maximus Human Services, Inc. learned of the
Data Breach as early as May 30-31, but they waited approximately three months before only

Maximus Human Services, Inc. notified Plaintiff Dieck that his highly sensitive PIl was

compromised in the Data Breach.
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67. In addition to their substantial delay in notifying Plaintiff Dieck of the Data Breach,
Defendants also put the burden on Plaintiff Dieck to prevent any further harm resulting from the
Data Breach by stating in the letter: “remain vigilant against incidents of identity theft and fraud
by reviewing your account statements and monitoring your free credit reports for suspicious
activity and to detect errors.”

68.  According to the letter, Defendants waited nearly three months before they notified
Plaintiff Dieck that his Personal Information was compromised in the Data Breach. To date, critical
details of the root cause of the Data Breach, the vulnerabilities exploited, and the remedial
measures undertaken to ensure that such a breach does not occur again have not been explained to
Plaintiff Dieck, who retains a vested interest in ensuring that his P1l remains protected.

69. Moreover, Defendants’ disclosure amounts to no real disclosure because it fails to
inform, with any degree of specificity, Plaintiff Dieck of the Data Breach’s critical facts. Without
those details, Plaintiff Dieck’s ability to mitigate harms resulting from the Data Breach is severely
diminished.

70.  Atthe direction of Maximus Human Services, Inc., Plaintiff Dieck made reasonable
efforts to mitigate the impact of the Data Breach, which has included researching and verifying
the legitimacy of the Data Breach and monitoring his accounts for suspicious activity. Plaintiff
Dieck has spent significant time dealing with the Data Breach—valuable time Plaintiff Dieck
otherwise would have put to profitable use, including, but not limited to, work and/or recreation.
All told, Plaintiff Dieck estimates that he has spent approximately 45 hours to date responding to
the Data Breach. This time has been lost forever and cannot be recaptured.

71.  The Data Breach has caused Plaintiff Dieck anxiety, sleep disruption, stress, anger,

fear for his personal financial security, and fear for what information was revealed in the Data
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Breach, which has been compounded by Defendants’ nearly 3-month delay in informing him of
the fact that his PII, including his Social Security number, was acquired by known cybercriminals
through the Data Breach.

72. Plaintiff Dieck has also experienced a large uptick in fraudulent spam and phishing
calls and emails since the Data Breach. Plaintiff Dieck is a government employee and as such
receives quarterly training on identity protection; nevertheless, as a result of the Data Breach, he
has increased the amount of time that he spends on monitoring his accounts to protect himself from
identity theft and fraud.

73. Plaintiff Dieck greatly values his privacy and PIl and takes reasonable steps to
maintain the confidentiality of his P11, including maintaining strong passwords; regularly changing
passwords; using multi-factor authentication; promptly investigating any alerts about login
attempts or suspicious activity; refusing to engage in transactions/interacting with businesses he
doesn’t trust and/or non-reputable vendors; using free identity theft/credit monitoring services and
routinely checking same; regularly reviewing financial and other important account activity;
storing important documents in a safe place; never transmitting his Social Security number to
unknown/ untrusted individuals/entities; and shredding/destroying sensitive documents.

74.  Plaintiff Dieck anticipates spending considerable time and money on an ongoing
basis to try to mitigate and address harms caused by the Data Breach. In addition, Plaintiff Dieck
will continue to be at present and continued increased risk of identity theft and fraud for years to
come.

75.  Plaintiff Dieck has a continuing interest in ensuring that his P1I, which remains in

Defendants’ possession, is protected and safeguarded from future disclosure and/or data breaches.
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76.  As a result of the Data Breach, Plaintiff Dieck has already suffered—and is at an
increased risk of further suffering—injury and/or damages, including, but not limited to, the
unauthorized use of his stolen PII, heightened threat of identity theft and general mitigation efforts
spent on monitoring his credit and for identity theft, time and expenses spent scrutinizing bank
statements, credit card statements, and credit reports for fraudulent transactions/conduct, time and
expenses spent monitoring bank accounts for fraudulent activity, loss in value of his personal data,
lost property in the form of his compromised PII, and injury to his privacy. Additionally, as a direct
result of the Data Breach, Plaintiff Dieck now faces a substantial risk that unauthorized third parties
will further misuse his PIlI because (1) the Data Breach involved a single cybercriminal
organization, CLOP, specifically targeting Defendants’ systems; (2) the dataset of Personal
Information that CLOP exfiltrated from Defendants’ systems has already been actually misused for
fraudulent and/or unauthorized conduct; and (3) the type of Personal Information CLOP exfiltrated
in the Data Breach is highly sensitive and can be misused for substantially injurious forms of
identity and/or fraud, such as fraudulently applying for and obtaining credit cards, loans,
mortgages, bank accounts, or other financial accounts in Plaintiff’s name. As a result of the Data
Breach, Plaintiff Dieck has (1) suffered, or is at an increased risk of suffering, unauthorized use of
his stolen PII such that he has suffered concrete injury; (2) suffered concrete injury in fact based
on the material risk of future misuse of his PIl and concrete harm by exposure to this risk; and
(3) experienced separate concrete, present harm caused by his exposure to the risk of future harm
because he lost time that he spent taking protective measures that would have otherwise been put
to other productive use and lost opportunity costs associated with the time and effort he expended

addressing future consequences of the Data Breach.
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77.  Plaintiff Dieck experienced all of the foregoing harm and injury as a direct result
of Defendants’ actions and inactions that led to the Data Breach. The monetary relief sought herein
by Plaintiff Dieck would compensate him for the foregoing redressable injuries. Further, Plaintiff
Dieck seeks injunctive relief to redress the foregoing injuries and harm, including, but not limited
to, requiring Defendants to take steps to monitor for, protect, and/or prevent misuse of his PlI
accessed by cybercriminals in the Data Breach, as well as enact adequate data privacy/security
practices.

4. Plaintiff Victor Diluigi

78.  Plaintiff Victor Diluigi (“Plaintiff Diluigi”) is, and was at all relevant times, an
individual and citizen of York, Pennsylvania.

79.  Plaintiff Victor Diluigi has no known relationship with the Arkansas Division of
Workforce Services or Maximus Human Services, Inc.

80.  Plaintiff Diluigi received a letter from Maximus Human Services, Inc. dated
September 29, 2023, that informed him of “a data security incident that involved some of your
personal information. Maximus is a contractor to the Arkansas Division of Workforce Services,
(the “Agency”) and provides services to support certain government programs. Y our information
was affected because this incident affected information shared with us by the Agency for
administrative purposes. The incident involved a critical vulnerability in MOVEit Transfer, a third-
party software application provided by Progress Software Corporation (Progress).”

81.  The letter states further as follows:

What Happened?

On May 30, 2023, Maximus detected unusual activity in our MOVEit environment;

we promptly began to investigate with the help of nationally recognized

cybersecurity experts. Early in the day on May 31, 2023 we took our MOVEit
application offline. Later that same day, Progress first publicly announced a
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previously unknown vulnerability in its MOVEIt software, which an unauthorized
party used to gain access to files of many MOVEit customers. ***

Maximus promptly notified the Agency of the Incident on June 2, 2023, and we

have been working with them since. Additionally, we engaged a forensic

investigation firm and a data analysis firm to identify affected individuals and the

types of information involved. We learned that on approximately May 27-31, 2023,

the unauthorized party obtained copies of certain files that were saved in the

Maximus MOVEit application. After learning about the files, we began to analyze

the files to determine which data was affected. After completing our investigation

of the files related to the services Maximus provides to the Agency on September

8, 2023, we determined that those files contained some of your personal

information.

What information was involved?

The information involved varied by individual and may include: name, Social

Security number, date of birth, and address.

82.  Atthe time that Progress discovered the data breach—on or around May 31, 2023—
Defendants Progress and Maximus Human Services, Inc. retained Plaintiff Diluigi’s PII in their
computer systems.

83.  Accordingly, the letter states that Progress and Maximus Human Services, Inc.
possessed Plaintiff Diluigi’s PII, including his name, Social Security number, address, and date of
birth, but failed to protect it and, instead, allowed cybercriminals to access it through the Data
Breach.

84.  According to the letter, Progress and Maximus Human Services, Inc. learned of the
Data Breach as early as May 30-31, but they waited nearly four months before only Maximus
Human Services, Inc. notified Plaintiff Diluigi that his highly sensitive P1l was compromised in
the Data Breach.

85. In addition to their substantial delay in notifying Plaintiff Diluigi of the Data

Breach, Defendants also put the burden on Plaintiff Diluigi to prevent any further harm resulting

from the Data Breach by stating in the letter: “remain vigilant by reviewing your financial
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statements and accounts for signs of suspicious transactions and activities. Report any indications
of suspected fraud or identify theft to local law enforcement, your State’s Attorney General’s
office, or the Federal Trade Commission.”

86.  According to the letter, Defendants waited nearly four months before they notified
Plaintiff Diluigi that his Personal Information was compromised in the Data Breach. To date,
critical details of the root cause of the Data Breach, the vulnerabilities exploited, and the remedial
measures undertaken to ensure that such a breach does not occur again have not been explained to
Plaintiff Diluigi, who retains a vested interest in ensuring that his PIl remains protected.

87. Moreover, Defendants’ disclosure amounts to no real disclosure because it fails to
inform, with any degree of specificity, Plaintiff Diluigi of the Data Breach’s critical facts. Without
those details, Plaintiff Diluigi’s ability to mitigate harms resulting from the Data Breach is severely
diminished.

88.  Plaintiff Diluigi’s PII compromised in the Data Breach has already been misused
by cybercriminals for fraud and identity theft. More specifically, Plaintiff Diluigi has experienced
multiple unauthorized charges on his credit cards and his debit card. On October 11, 2023,
fraudulent charges were put on his Business Credit card in the amount of $99. While those charges
were reimbursed, Plaintiff Diluigi, who is a long-distance truck driver, had to drive home from
Georgia to get the new, replacement credit card. Plaintiff Diluigi later noticed a fraudulent $102.99
charge dated October 26, 2023 on his Business Debit card. That charge was temporarily credited
and permanently repaid in November 2023. On February 25, 2024, Plaintiff Diluigi was
fraudulently charged $43.38 on his personal credit card. Fraud prevention caught this and he did
not get charged, but his card was shut down and he had to come home from Georgia to replace the

card.
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89. Further, at the direction of Maximus Human Services, Inc., Plaintiff Diluigi made
reasonable efforts to mitigate the impact of the Data Breach, which has included researching and
verifying the legitimacy of the Data Breach, contacting Maximus and/or Arkansas Division of
Workforce Services about the Data Breach, contacting card issuers/banks to preemptively get new
numbers, major credit bureaus to freeze his credit, monitoring accounts for suspicious activity,
investigating suspicious activity, and contacting banks, credit card companies, and/or other
businesses about suspicious activity—valuable time Plaintiff Diluigi otherwise would have put to
profitable use, including, but not limited to, work and/or recreation. All told, Plaintiff Diluigi
estimates that he has spent approximately 45 hours to date responding to the Data Breach. This
time has been lost forever and cannot be recaptured.

90.  The Data Breach has caused Plaintiff Diluigi anxiety, sleep disruption, stress, anger,
fear for his personal financial security, and fear for what information was revealed in the Data
Breach, which has been compounded by Defendants’ nearly 4-month delay in informing him of
the fact that his PII, including his Social Security number, was acquired by known cybercriminals
through the Data Breach.

91. Plaintiff Diluigi has also experienced a large uptick in fraudulent spam and
phishing calls and emails since the Data Breach.

92. Plaintiff Diluigi greatly values his privacy and PIl and takes reasonable steps to
maintain the confidentiality of his PIl, including maintaining strong passwords; regularly changing
passwords; using multi-factor authentication; promptly investigating any alerts about login
attempts or suspicious activity; refusing to engage in transactions/interacting with businesses he
doesn’t trust and/or non-reputable vendors; using identity theft/credit monitoring services and

routinely checking same; regularly reviewing financial and other important account activity;
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storing important documents in a safe place; never transmitting his Social Security number to
unknown/ untrusted individuals/entities; and shredding/destroying sensitive documents.

93. Plaintiff Diluigi anticipates spending considerable time and money on an ongoing
basis to try to mitigate and address harms caused by the Data Breach. In addition, Plaintiff Diluigi
will continue to be at present and continued increased risk of identity theft and fraud for years to
come.

94, Plaintiff Diluigi has a continuing interest in ensuring that his PIl, which remains in
Defendants’ possession, is protected and safeguarded from future disclosure and/or data breaches.

95.  Asaresult of the Data Breach, Plaintiff Diluigi has already suffered—and is at an
increased risk of further suffering—injury and/or damages, including, but not limited to, the
unauthorized use of his stolen PlI, heightened threat of identity theft and general mitigation efforts
spent on monitoring his credit and for identity theft, time and expenses spent scrutinizing bank
statements, credit card statements, and credit reports for fraudulent transactions/conduct, time and
expenses spent monitoring bank accounts for fraudulent activity, loss in value of his personal data,
lost property in the form of his compromised PII, and injury to his privacy. Additionally, as a direct
result of the Data Breach, Plaintiff Diluigi now faces a substantial risk that unauthorized third
parties will further misuse his PII because (1) the Data Breach involved a single cybercriminal
organization, CLOP, specifically targeting Defendants’ systems; (2) the dataset of Personal
Information that CLOP exfiltrated from Defendants’ systems has already been actually misused for
fraudulent and/or unauthorized conduct; and (3) the type of Personal Information CLOP exfiltrated
in the Data Breach is highly sensitive and can be misused for substantially injurious forms of
identity and/or fraud, such as fraudulently applying for and obtaining credit cards, loans,

mortgages, bank accounts, or other financial accounts in Plaintiff’s name. As a result of the Data
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Breach, Plaintiff Diluigi has (1) suffered, or is at an increased risk of suffering, unauthorized use
of his stolen P11 such that he has suffered concrete injury; (2) suffered concrete injury in fact based
on the material risk of future misuse of his PIl and concrete harm by exposure to this risk; and
(3) experienced separate concrete, present harm caused by his exposure to the risk of future harm
because he lost time that he spent taking protective measures that would have otherwise been put
to other productive use and lost opportunity costs associated with the time and effort he expended
addressing future consequences of the Data Breach.

96. Plaintiff Diluigi experienced all of the foregoing harm and injury as a direct result
of Defendants’ actions and inactions that led to the Data Breach. The monetary relief sought herein
by Plaintiff Diluigi would compensate him for the foregoing redressable injuries. Further, Plaintiff
Diluigi seeks injunctive relief to redress the foregoing injuries and harm, including, but not limited
to, requiring Defendants to take steps to monitor for, protect, and/or prevent misuse of his PlI
accessed by cybercriminals in the Data Breach, as well as enact adequate data privacy/security
practices.

5. Plaintiffs S.K. and M.K.

97.  Plaintiffs S.K. and M.K., minors, are and at all relevant times were, individuals and
residents of Sanford, Florida. S.K. and M.K. bring this suit by and through their father and legal
guardian, Aunali Khaku, who is, and was at all relevant times, an individual and citizen of Sanford,
Florida.

98.  Plaintiffs S.K. and M.K. have received medical services through the Florida
Healthy Kids Corporation. In order to have their medical claims processed, Plaintiffs S.K. and
M.K.’s father and legal guardian, Aunali Khaku, was required to provide his children’s PII to

Maximus, Inc.

-31-
011175-35/2876720 V1



Case 1:23-md-03083-ADB  Document 1297 Filed 12/06/24 Page 54 of 1027

99.

Plaintiffs S.K. and M.K. received identical letters from Maximus, Inc. dated August

11, 2023, that informed them of “an incident that may have involved your personal health

information. Maximus provides administrative services to the Florida Healthy Kids Corporation

(Healthy Kids) to support its health insurance program. Maximus uses a software called MOVEit

Transfer, a third-party software application provided Progress Software Corporation (Progress).

The incident involved a critical vulnerability in MOVEit Transfer.”

100.

The letter states further as follows:

What happened?

On May 30, 2023, Maximus detected unusual activity in our MOVEit environment.
We promptly began to investigate with the help of nationally recognized
cybersecurity experts. On May 31, 2023, Maximus took our MOVEit application
offline. Later that same day, Progress first publicly announced a problem with its
MOVE:it software, which allowed an unauthorized person to gain access to files of
many MOVEit customers, including Maximus.

Maximus promptly informed Healthy Kids of the incident and we have been
working with them since. Additionally, we engaged a forensic investigation firm
and a data analysis firm to identify affected individuals and the types of information
involved. We learned that on approximately May 27 - May 31, 2023, the
unauthorized person obtained copies of certain files that were saved in the Maximus
MOVEit application. We then began to analyze the files to determine which data
was affected and on June 12, 2023, determined filed related to Healthy Kids were
impacted. Our investigation determined that the files contained some of your
family’s personal information.

What information Was involved?
Although the information impacted by the incident varied by individual, the
information involved may include:

101.

Name, address, date of birth, phone number, email address
Social Security number, other government-issued identifier
Tribal identification or enrollment number

Family Account Number

At the time that Progress discovered the data breach—on or around May 31, 2023—

Defendants Progress and Maximus, Inc. retained Plaintiffs S.K. and M.K’s PII in their computer

systems.
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102.  Accordingly, the letter states that Progress and Maximus, Inc. possessed Plaintiffs
S.K. and M.K.’s PII, including their name, address, date of birth, phone number, email address,
Social Security number, other government-issued identifier, Tribal identification or enrollment
number, and Family Account Number, but failed to protect it and, instead, allowed cybercriminals
to access it through the Data Breach.

103. According to the letter, Progress and Maximus, Inc. learned of the Data Breach as
early as May 30-31, but they waited over two months before only Maximus, Inc. notified Plaintiffs
S.K. and M.K. that their highly sensitive PIl was compromised in the Data Breach.

104. In addition to their substantial delay in notifying Plaintiffs S.K. and M.K. of the
Data Breach, Defendants also put the burden on Plaintiffs S.K. and M.K. to prevent any further
harm resulting from the Data Breach by stating in the letter: “remain vigilant by reviewing your
financial statements and accounts for signs of suspicious transactions and activities. Report any
indications of suspected fraud or identify theft to local law enforcement, your State’s Attorney
General’s office, or the Federal Trade Commission.”

105.  According to the letter, Defendants waited over two months before they notified
Plaintiffs S.K. and M.K. that their Personal Information was compromised in the Data Breach. To
date, critical details of the root cause of the Data Breach, the vulnerabilities exploited, and the
remedial measures undertaken to ensure that such a breach does not occur again have not been
explained to Plaintiffs S.K. and M.K., who retain a vested interest in ensuring that their Pl remains
protected.

106. Moreover, Defendants’ disclosure amounts to no real disclosure because it fails to

inform, with any degree of specificity, Plaintiffs S.K. and M.K. of the Data Breach’s critical facts.
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Without those details, Plaintiffs S.K. and M.K.’s ability to mitigate harms resulting from the Data
Breach is severely diminished.

107. At the direction of Maximus, Inc., Plaintiffs S.K. and M.K., through their father
Aunali Khaku, made reasonable efforts to mitigate the impact of the Data Breach, which has
included researching and verifying the legitimacy of the Data Breach, monitoring accounts for
suspicious activity, investigating suspicious activity, and contacting banks, credit card companies,
and/or other businesses about suspicious activity. Plaintiffs S.K. and M.K., through their father
Aunali Khaku, have spent significant time dealing with the Data Breach-valuable time that would
otherwise have been put to profitable use, including, but not limited to, work and/or recreation. All
told, Plaintiffs S.K. and M.K., through their father Aunali Khaku, have spent approximately 40
hours to date responding to the Data Breach. This time has been lost forever and cannot be
recaptured.

108. The Data Breach has caused Plaintiffs S.K. and M.K., through their father Aunali
Khaku, fear, anxiety, sleep disruption, stress, anger, fear for their personal financial security, and
fear for what information was revealed in the Data Breach, which has been compounded by
Defendants’ over 2-month delay in informing them of the fact that their PII, including their Social
Security numbers, were acquired by known cybercriminals through the Data Breach.

109. Plaintiffs S.K. and M.K. have also experienced a large uptick in fraudulent spam
and phishing calls and emails in their names since the Data Breach.

110. Plaintiffs S.K. and M.K., through their father Aunali Khaku, take reasonable steps
to maintain the confidentiality of PII, including maintaining strong passwords, regularly changing
passwords, using multi-factor authentication, promptly investigating any alerts about login

attempts or suspicious activity, regularly reviewing financial and other important account activity,
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storing important documents in a safe place, never transmitting social security numbers to
unknown/untrusted individuals/entities, and shredding/destroying sensitive documents

111. Plaintiffs S.K. and M.K., through their father Aunali Khaku, anticipate spending
considerable time and money on an ongoing basis to try to mitigate and address harms caused by
the Data Breach. In addition, Plaintiffs S.K. and M.K. will continue to be at present and continued
increased risk of identity theft and fraud for years to come.

112. Plaintiffs S.K. and M.K. have a continuing interest in ensuring that their PIl, which
remains in Defendants’ possession, is protected and safeguarded from future disclosure and/or data
breaches.

113. As a result of the Data Breach, Plaintiffs S.K. and M.K. have already suffered—
and are at an increased risk of further suffering—injury and/or damages, including, but not limited
to, the unauthorized use of their stolen PII, heightened threat of identity theft and general
mitigation efforts spent on monitoring their credit and for identity theft, time and expenses spent
scrutinizing bank statements, credit card statements, and credit reports for fraudulent
transactions/conduct, time and expenses spent monitoring bank accounts for fraudulent activity,
loss in value of their personal data, lost property in the form of their compromised PII, and injury
to their privacy. Additionally, as a direct result of the Data Breach, Plaintiffs S.K. and M.K. now
face a substantial risk that unauthorized third parties will further misuse their Pl because (1) the
Data Breach involved a single cybercriminal organization, CLOP, specifically targeting
Defendants’ systems; (2)the dataset of Personal Information that CLOP exfiltrated from
Defendants’ systems has already been actually misused for fraudulent and/or unauthorized
conduct; and (3) the type of Personal Information CLOP exfiltrated in the Data Breach is highly

sensitive and can be misused for substantially injurious forms of identity and/or fraud, such as
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fraudulently applying for and obtaining credit cards, loans, mortgages, bank accounts, or other
financial accounts in Plaintiffs’ names. As a result of the Data Breach, Plaintiffs S.K. and M.K.
have (1) suffered, or are at an increased risk of suffering, unauthorized use of their stolen PII such
that they have suffered concrete injury; (2) suffered concrete injury in fact based on the material
risk of future misuse of their PIl and concrete harm by exposure to this risk; and (3) experienced
separate concrete, present harm caused by their exposure to the risk of future harm because they
lost time that they spent taking protective measures that would have otherwise been put to other
productive use and lost opportunity costs associated with the time and effort expended addressing
future consequences of the Data Breach.

114. Plaintiffs S.K. and M.K. experienced all of the foregoing harm and injury as a direct
result of Defendants’ actions and inactions that led to the Data Breach. The monetary relief sought
herein by Plaintiffs S.K. and M.K. would compensate them for the foregoing redressable injuries.
Further, Plaintiffs S.K. and M.K. seek injunctive relief to redress the foregoing injuries and harm,
including, but not limited to, requiring Defendants to take steps to monitor for, protect, and/or
prevent misuse of their PIl accessed by cybercriminals in the Data Breach, as well as enact
adequate data privacy/security practices.

6. Plaintiff Shellie Harper McCaskell

115. Plaintiff Shellie Harper McCaskell (“Plaintiff McCaskell”) is, and was at all
relevant times, an individual and citizen of Hemet, California.

116. Plaintiff McCaskell has received healthcare services from Medicare through the
Centers for Medicare & Medicaid Services.

117.  Plaintiff McCaskell received a letter from Maximus Federal Services, Inc. and the
Centers for Medicare & Medicaid Services (CMS) dated July 28, 2023, that informed her of “an
incident involving your personal information related to services provided by Maximus. The

-36-
011175-35/2876720 V1



Case 1:23-md-03083-ADB  Document 1297 Filed 12/06/24 Page 59 of 1027

incident involved a security vulnerability in the MOVE:it software, a third-party application which

allows for the transfer of files during the Medicare appeals process.”

118.

The letter states further as follows:

What Happened? On May 30, 2023, Maximus detected unusual activity in its
MOVEit application. Maximus began to investigate and stopped all use of the
MOVEit application early on May 31, 2023. Later that same day, the third-party
application provider, Progress Software Corporation, announced that a
vulnerability in its MOVEit software had allowed an unauthorized party to gain
access to files across many organizations in both the government and private
sectors. Maximus notified CMS of the incident on June 2, 2023. To date, the
ongoing investigation indicates that on approximately May 27 through May 31,
2023, the unauthorized party obtained copies of files that were saved in the
Maximus MOVEit application, but that no CMS system has been compromised. As
part of that analysis, it was determined that those files contained some of your
personal information.

What Information Was Involved? We have determined that your personal and
Medicare information was involved in this incident. This information may have
included the following:

119.

Name

Social Security Numbers or Individual Taxpayer Identification Number
Date of Birth

Mailing Address

Telephone Number, Fax number, and Email Address

Medicare Beneficiary Identifier (MBI) or Health Insurance Claim Number
(HICN)

Driver’s License Number and State Identification Number

Medical history/ Notes (including medical record/account numbers,
conditions, diagnoses, dates of service, images, treatments, etc.)
Healthcare Provider and Prescription Information

Health Insurance Claims and Policy/Subscriber Information

Health Benefits & Enrollment Information.

At the time that Progress discovered the data breach—on or around May 31, 2023—

Defendants Progress and Maximus Federal Services, Inc. retained Plaintiff McCaskell’s PHI and

PIl in their computer systems.

120.

Accordingly, the letter states that Progress and Maximus Federal Services, Inc.

possessed Plaintiff McCaskell’s PHI and PII, including her Name, Social Security Numbers or
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Individual Taxpayer Identification Number, Date of Birth, Mailing Address, Telephone Number,
Fax number, and Email Address, Medicare Beneficiary Identifier (MBI) or Health Insurance Claim
Number (HICN), Driver’s License Number and State Identification Number, Medical history/
Notes (including medical record/account numbers, conditions, diagnoses, dates of service, images,
treatments, etc.), Healthcare Provider and Prescription Information, Health Insurance Claims and
Policy/Subscriber Information, and Health Benefits & Enrollment Information, but failed to
protect it and, instead, allowed cybercriminals to access it through the Data Breach.

121. According to the letter, Progress and Maximus Federal Services, Inc. learned of the
Data Breach as early as May 30-31, but they waited approximately two months before only
Maximus Federal Services, Inc. notified Plaintiff McCaskell that her highly sensitive PHI and P1I
was compromised in the Data Breach.

122. In addition to their substantial delay in notifying Plaintiff McCaskell of the Data
Breach, Defendants also put the burden on Plaintiff McCaskell to prevent any further harm
resulting from the Data Breach by stating in the letter: “remain vigilant by reviewing your financial
statements and accounts for signs of suspicious transactions and activities. Report any indications
of suspected fraud or identify theft to local law enforcement, your State’s Attorney General’s
office, or the Federal Trade Commission.”

123.  According to the letter, Defendants waited two months before they notified Plaintiff
McCaskell that her Personal Information was compromised in the Data Breach. To date, critical
details of the root cause of the Data Breach, the vulnerabilities exploited, and the remedial
measures undertaken to ensure that such a breach does not occur again have not been explained to
Plaintiff McCaskell, who retains a vested interest in ensuring that her PHI and PIlI remains

protected.
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124. Moreover, Defendants’ disclosure amounts to no real disclosure because it fails to
inform, with any degree of specificity, Plaintiff McCaskell of the Data Breach’s critical facts.
Without those details, Plaintiff McCaskell’s ability to mitigate harms resulting from the Data
Breach is severely diminished.

125.  Plaintiff McCaskell experienced out of pocket postage costs as a result of the Data
Breach when in response to the July 28, 2023 letter from Maximus Federal Services, Inc., Plaintiff
McCaskell mailed in a request for her credit report. Further, at the direction of Maximus Federal
Services, Inc., Plaintiff McCaskell made reasonable efforts to mitigate the impact of the Data
Breach, which has included researching and verifying the legitimacy of the Data Breach,
monitoring her accounts for suspicious activity, and reviewing her credit reports for suspicious
activity. Plaintiff McCaskell has spent significant time dealing with the Data Breach—valuable
time Plaintiff McCaskell otherwise would have put to profitable use, including, but not limited to,
work and/or recreation. All told, Plaintiff McCaskell estimates that she has spent approximately 8
hours to date responding to the Data Breach. This time has been lost forever and cannot be
recaptured.

126. The Data Breach has caused Plaintiff McCaskell fear, anxiety, stress, sleep
disruption, fear for her personal financial security, and fear for what information was revealed in
the Data Breach, which has been compounded by Defendants’ 2-month delay in informing her of
the fact that her PHI and PII, including her Social Security number, was acquired by known
cybercriminals through the Data Breach.

127. Plaintiff McCaskell has also experienced a large uptick in fraudulent spam and
phishing calls and emails since the Data Breach, including near daily phone calls requesting that

she purchase medical devices in late 2023.
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128.  Plaintiff McCaskell greatly values her privacy and PHI and PIl and takes
reasonable steps to maintain the confidentiality of her PHI and PII, including maintaining strong
passwords, promptly investigating any alerts about login attempts or suspicious activity, never
engaging in transactions/interacting with businesses she doesn’t trust and/or non-reputable
vendors, using free identity theft/credit monitoring services and routinely checking same, regularly
reviewing financial and other important account activity, storing important documents in a safe
place, never transmitting her Social Security number to unknown/untrusted individuals/entities,
and shredding/destroying sensitive documents.

129. Plaintiff McCaskell anticipates spending considerable time and money on an
ongoing basis to try to mitigate and address harms caused by the Data Breach. In addition, Plaintiff
McCaskell will continue to be at present and continued increased risk of identity theft and fraud
for years to come.

130. Plaintiff McCaskell has a continuing interest in ensuring that her PHI and PII,
which remains in Defendants’ possession, is protected and safeguarded from future disclosure
and/or data breaches.

131.  Asaresult of the Data Breach, Plaintiff McCaskell has already suffered—and is at
an increased risk of further suffering—injury and/or damages, including, but not limited to, the
unauthorized use of her stolen PHI and PII, heightened threat of identity theft and general
mitigation efforts spent on monitoring her credit and for identity theft, time and expenses spent
scrutinizing bank statements, credit card statements, and credit reports for fraudulent
transactions/conduct, time and expenses spent monitoring bank accounts for fraudulent activity,
loss in value of her personal data, lost property in the form of her compromised PHI and PII, and

injury to her privacy. Additionally, as a direct result of the Data Breach, Plaintiff McCaskell now
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faces a substantial risk that unauthorized third parties will further misuse her PHI and PII because
(1) the Data Breach involved a single cybercriminal organization, CLOP, specifically targeting
Defendants’ systems; (2)the dataset of Personal Information that CLOP exfiltrated from
Defendants’ systems has already been actually misused for fraudulent and/or unauthorized
conduct; and (3) the type of Personal Information CLOP exfiltrated in the Data Breach is highly
sensitive and can be misused for substantially injurious forms of identity and/or fraud, such as
fraudulently applying for and obtaining credit cards, loans, mortgages, bank accounts, or other
financial accounts in Plaintiff’s name. As a result of the Data Breach, Plaintiff McCaskell has
(1) suffered, or is at an increased risk of suffering, unauthorized use of her stolen PHI and P11 such
that she has suffered concrete injury; (2) suffered concrete injury in fact based on the material risk
of future misuse of her PHI and P11 and concrete harm by exposure to this risk; and (3) experienced
separate concrete, present harm caused by her exposure to the risk of future harm because she lost
time that she spent taking protective measures that would have otherwise been put to other
productive use and lost opportunity costs associated with the time and effort she expended
addressing future consequences of the Data Breach.

132. Plaintiff McCaskell experienced all of the foregoing harm and injury as a direct
result of Defendants’ actions and inactions that led to the Data Breach. The monetary relief sought
herein by Plaintiff McCaskell would compensate her for the foregoing redressable injuries.
Further, Plaintiff McCaskell seeks injunctive relief to redress the foregoing injuries and harm,
including, but not limited to, requiring Defendants to take steps to monitor for, protect, and/or
prevent misuse of her PHI and PII accessed by cybercriminals in the Data Breach, as well as enact

adequate data privacy/security practices.
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7. Plaintiff Elaine McCoy

133.  Plaintiff Elaine McCoy (“Plaintiff McCoy”) is, and was at all relevant times, an
individual and citizen of Tiffin, Ohio.

134. Plaintiff McCoy has received healthcare services from Medicare through the
Centers for Medicare & Medicaid Services.

135.  Plaintiff McCoy received a letter from Maximus Federal Services, Inc. and the
Centers for Medicare & Medicaid Services (CMS) dated July 28, 2023, that informed her of “an
incident involving your personal information related to services provided by Maximus. The
incident involved a security vulnerability in the MOVE:it software, a third-party application which
allows for the transfer of files during the Medicare appeals process.”

136.  The letter states further as follows:

What Happened? On May 30, 2023, Maximus detected unusual activity in its
MOVEit application. Maximus began to investigate and stopped all use of the
MOVE:it application early on May 31, 2023. Later that same day, the third-party
application provider, Progress Software Corporation, announced that a
vulnerability in its MOVEit software had allowed an unauthorized party to gain
access to files across many organizations in both the government and private
sectors. Maximus notified CMS of the incident on June 2, 2023. To date, the
ongoing investigation indicates that on approximately May 27 through May 31,
2023, the unauthorized party obtained copies of files that were saved in the
Maximus MOVE:it application, but that no CMS system has been compromised. As
part of that analysis, it was determined that those files contained some of your
personal information.

What Information Was Involved? We have determined that your personal and
Medicare information was involved in this incident. This information may have
included the following:

e Name
Social Security Numbers or Individual Taxpayer Identification Number
Date of Birth
Mailing Address
Telephone Number, Fax number, and Email Address
Medicare Beneficiary Identifier (MBI) or Health Insurance Claim Number
(HICN)
e Driver’s License Number and State Identification Number
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e Medical history/ Notes (including medical record/account numbers,
conditions, diagnoses, dates of service, images, treatments, etc.)

e Healthcare Provider and Prescription Information

e Health Insurance Claims and Policy/Subscriber Information

e Health Benefits & Enrollment Information.

137.  Atthe time that Progress discovered the data breach—on or around May 31, 2023—
Defendants Progress and Maximus Federal Services, Inc. retained Plaintiff McCoy’s PHI and PII
in their computer systems.

138.  Accordingly, the letter states that Progress and Maximus Federal Services, Inc.
possessed Plaintiff McCoy’s PHI and PII, including her Name, Social Security Numbers or
Individual Taxpayer Identification Number, Date of Birth, Mailing Address, Telephone Number,
Fax number, and Email Address, Medicare Beneficiary Identifier (MBI) or Health Insurance Claim
Number (HICN), Driver’s License Number and State Identification Number, Medical history/
Notes (including medical record/account numbers, conditions, diagnoses, dates of service, images,
treatments, etc.), Healthcare Provider and Prescription Information, Health Insurance Claims and
Policy/Subscriber Information, and Health Benefits & Enrollment Information, but failed to
protect it and, instead, allowed cybercriminals to access it through the Data Breach.

139.  According to the letter, Progress and Maximus Federal Services, Inc. learned of the
Data Breach as early as May 30-31, but they waited approximately two months before only
Maximus Federal Services, Inc. notified Plaintiff McCoy that her highly sensitive PHI and PIl was
compromised in the Data Breach.

140. In addition to their substantial delay in notifying Plaintiff McCoy of the Data
Breach, Defendants also put the burden on Plaintiff McCoy to prevent any further harm resulting
from the Data Breach by stating in the letter: “remain vigilant by reviewing your financial

statements and accounts for signs of suspicious transactions and activities. Report any indications
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of suspected fraud or identify theft to local law enforcement, your State’s Attorney General’s
office, or the Federal Trade Commission.”

141.  According to the letter, Defendants waited two months before they notified Plaintiff
McCoy that her Personal Information was compromised in the Data Breach. To date, critical
details of the root cause of the Data Breach, the vulnerabilities exploited, and the remedial
measures undertaken to ensure that such a breach does not occur again have not been explained to
Plaintiff McCoy, who retains a vested interest in ensuring that her PHI and Pl remains protected.

142. Moreover, Defendants’ disclosure amounts to no real disclosure because it fails to
inform, with any degree of specificity, Plaintiff McCoy of the Data Breach’s critical facts. Without
those details, Plaintiff McCoy’s ability to mitigate harms resulting from the Data Breach is
severely diminished.

143.  Plaintiff McCoy’s PHI and PII compromised in the Data Breach has already been
misused by cybercriminals for fraud and identity theft. More specifically, Plaintiff McCoy has
experienced unauthorized charges on multiple credit cards, including an $89 charge on her Wayfair
credit card on September 1, 2023, and a charge for around $200 in February 2024 on her Loft
credit card. Plaintiff McCoy successfully disputed the charges and then cancelled both credit
cards. Further, at the direction of Maximus Federal Services, Inc., Plaintiff McCoy made
reasonable efforts to mitigate the impact of the Data Breach, which has included researching and
verifying the legitimacy of the Data Breach, monitoring her accounts for suspicious activity, and
contacting banks, credit card companies, and other businesses about suspicious activity. Plaintiff
McCoy has spent significant time dealing with the Data Breach--valuable time Plaintiff McCoy

otherwise would have put to profitable use, including, but not limited to, work and/or recreation.
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All told, Plaintiff McCoy estimates that she has spent approximately 60 hours to date responding
to the Data Breach. This time has been lost forever and cannot be recaptured.

144. The Data Breach has caused Plaintiff McCoy fear, anxiety, stress, sleep disruption,
anger, fear for her personal financial security, and fear for what information was revealed in the
data breach, which has been compounded by Defendants’ 2-month delay in informing her of the
fact that her PHI and PII, including her Social Security number, was acquired by known
cybercriminals through the Data Breach.

145. Plaintiff McCoy has also experienced a large uptick in fraudulent spam and
phishing calls and emails since the Data Breach.

146.  Plaintiff McCoy greatly values her privacy and PHI and PII and takes reasonable
steps to maintain the confidentiality of her PHI and PII, including maintaining strong passwords,
regularly changing passwords, using multi-factor authentication, promptly investigating any alerts
about login attempts or suspicious activity, never engaging in transactions/interacting with
businesses she doesn’t trust and/or non-reputable vendors, using free identity theft/credit
monitoring services and routinely checking same, regularly reviewing financial and other
important account activity, storing important documents in a safe place, never transmitting her
social security number to unknown/untrusted individuals/entities, and shredding/destroying
sensitive documents

147. Plaintiff McCoy anticipates spending considerable time and money on an ongoing
basis to try to mitigate and address harms caused by the Data Breach. In addition, Plaintiff McCoy
will continue to be at present and continued increased risk of identity theft and fraud for years to

come.
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148. Plaintiff McCoy has a continuing interest in ensuring that her PHI and PII, which
remains in Defendants’ possession, is protected and safeguarded from future disclosure and/or data
breaches.

149.  As aresult of the Data Breach, Plaintiff McCoy has already suffered—and is at an
increased risk of further suffering—injury and/or damages, including, but not limited to, the
unauthorized use of her stolen PHI and PII, heightened threat of identity theft and general
mitigation efforts spent on monitoring her credit and for identity theft, time and expenses spent
scrutinizing bank statements, credit card statements, and credit reports for fraudulent
transactions/conduct, time and expenses spent monitoring bank accounts for fraudulent activity,
loss in value of her personal data, lost property in the form of her compromised PHI and PII, and
injury to her privacy. Additionally, as a direct result of the Data Breach, Plaintiff McCoy now
faces a substantial risk that unauthorized third parties will further misuse her PHI and PII because
(1) the Data Breach involved a single cybercriminal organization, CLOP, specifically targeting
Defendants’ systems; (2)the dataset of Personal Information that CLOP exfiltrated from
Defendants’ systems has already been actually misused for fraudulent and/or unauthorized
conduct; and (3) the type of Personal Information CLOP exfiltrated in the Data Breach is highly
sensitive and can be misused for substantially injurious forms of identity and/or fraud, such as
fraudulently applying for and obtaining credit cards, loans, mortgages, bank accounts, or other
financial accounts in Plaintiff’s name. As a result of the Data Breach, Plaintiff McCoy has
(1) suffered, or is at an increased risk of suffering, unauthorized use of her stolen PHI and P1I such
that she has suffered concrete injury; (2) suffered concrete injury in fact based on the material risk
of future misuse of her PHI and PIl and concrete harm by exposure to this risk; and (3) experienced

separate concrete, present harm caused by her exposure to the risk of future harm because she lost
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time that she spent taking protective measures that would have otherwise been put to other
productive use and lost opportunity costs associated with the time and effort she expended
addressing future consequences of the Data Breach.

150. Plaintiff McCoy experienced all of the foregoing harm and injury as a direct result
of Defendants’ actions and inactions that led to the Data Breach. The monetary relief sought herein
by Plaintiff McCoy would compensate her for the foregoing redressable injuries. Further, Plaintiff
McCoy seeks injunctive relief to redress the foregoing injuries and harm, including, but not limited
to, requiring Defendants to take steps to monitor for, protect, and/or prevent misuse of her PHI and
PIl accessed by cybercriminals in the Data Breach, as well as enact adequate data privacy/security
practices.

8. Plaintiff Robert Plotke

151. Plaintiff Robert Plotke (“Plaintiff Plotke”) is, and was at all relevant times, an
individual and citizen of Plainfield, Illinois.

152.  Plaintiff Plotke has been covered by certain Financial Institution Data Matching
laws.

153.  Plaintiff Plotke received a letter from Maximus, Inc. dated November 30, 2023, that
informed him of “an incident involved certain of your information. Maximus is a contractor for
the State of Minnesota. Your information was affected because this Incident affected information
shared with us and by us for administrative purposes in accordance with Financial Institution Data
Matching (FIDM) laws. FIDM data is submitted to Maximus by financial institutions that do
business in Minnesota, in compliance with both federal and state laws. The incident involved a
critical vulnerability in the MOVEit transfer, a third-party software application provided by
Progress Software Corporation (Progress).”

154.  The letter states further as follows:
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What Happened? On May 30, 2023, Maximus detected unusual activity in our
MOVEit environment; we promptly began to investigate with the help of nationally
recognized cybersecurity experts. Early in the day on May 31, 2023, Maximus took

our MOVEit application offline. Later that same day, Progress first publicly

announced a previously unknown vulnerability in its MOVEIt software, which an

unauthorized party used to gain access to files of many MOVEit customers. ***

Maximus promptly informed the State of the Incident and we have been providing

periodic updates to them since. Additionally, we engaged a forensic investigation

firm and a data analysis firm to identify affected individuals and the types of

information involved. We learned that on approximately May 27 - May 31, 2023,

the unauthorized party obtained copies of certain files that were saved in the

Maximus MOVEit application. After learning about the files, we began to analyze

the files to determine which data was affected. We determined that the affected

files contained some of your personal information.

What Information Was Involved? The information involved may include your

name, Social Security number, individual Taxpayer Identification number, address,

date of birth and financial account number.

155.  Atthe time that Progress discovered the data breach—on or around May 31, 2023—
Defendants Progress and Maximus, Inc. retained Plaintiff Plotke’s PII in their computer systems.

156. Accordingly, the letter states that Progress and Maximus, Inc. possessed Plaintiff
Plotke’s PII, including his name, Social Security number, individual Taxpayer Identification
number, address, date of birth and financial account number, but failed to protect it and, instead,
allowed cybercriminals to access it through the Data Breach.

157.  According to the letter, Progress and Maximus, Inc. learned of the Data Breach as
early as May 30-31, but they waited approximately six months before only Maximus, Inc. notified
Plaintiff Plotke that his highly sensitive PIl was compromised in the Data Breach.

158. Inaddition to their substantial delay in notifying Plaintiff Plotke of the Data Breach,
Defendants also put the burden on Plaintiff Plotke to prevent any further harm resulting from the

Data Breach by stating in the letter: “remain vigilant by reviewing your financial statements and

accounts for signs of suspicious transactions and activities. Report any indications of suspected
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fraud or identify theft to local law enforcement, your State’s Attorney General’s office, or the
Federal Trade Commission.”

159.  According to the letter, Defendants waited six months before they notified Plaintiff
Plotke that his Personal Information was compromised in the Data Breach. To date, critical details
of the root cause of the Data Breach, the vulnerabilities exploited, and the remedial measures
undertaken to ensure that such a breach does not occur again have not been explained to Plaintiff
Plotke, who retains a vested interest in ensuring that his PIl remains protected.

160. Moreover, Defendants’ disclosure amounts to no real disclosure because it fails to
inform, with any degree of specificity, Plaintiff Plotke of the Data Breach’s critical facts. Without
those details, Plaintiff Plotke’s ability to mitigate harms resulting from the Data Breach is severely
diminished.

161. Plaintiff Plotke’s PII compromised in the Data Breach has already been misused by
cybercriminals for fraud and identity theft. More specifically, a credit card was opened in Plaintiff
Plotke’s name in February 2024 without his permission, and a bill was sent to his house. Plaintiff
Plotke incurred out-of-pocket expenses as a result of the Data Breach for postage to successfully
dispute the fraudulent credit card account, and in fact Plaintiff Plotke was informed by Credit One
on March 5, 2024 that the account was fraudulent. Further, at the direction of Maximus, Inc.,
Plaintiff Plotke made reasonable efforts to mitigate the impact of the Data Breach, which has
included researching and verifying the legitimacy of the Data Breach, monitoring his accounts for
suspicious activity, investigating suspicious activity, and contacting banks, credit card companies,
and other businesses about suspicious activity. Plaintiff Plotke has spent significant time dealing
with the Data Breach-—valuable time Plaintiff Plotke otherwise would have put to profitable use,

including, but not limited to, work and/or recreation. All told, Plaintiff Plotke estimates that he has
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spent approximately 70 hours to date responding to the Data Breach. This time has been lost
forever and cannot be recaptured.

162. The Data Breach has caused Plaintiff Plotke anxiety, sleep disruption, stress, anger,
fear for his personal financial security, and fear for what information was revealed in the Data
Breach, which has been compounded by Defendants’ 6-month delay in informing him of the fact
that his PII, including his Social Security number, was acquired by known cybercriminals through
the Data Breach.

163. Plaintiff Plotke has also experienced a large uptick in fraudulent spam and phishing
calls and emails since the Data Breach.

164. Plaintiff Plotke greatly values his privacy and PIl and takes reasonable steps to
maintain the confidentiality of his P11, including maintaining strong passwords, regularly changing
passwords, using multi-factor authentication, promptly investigating any alerts about login
attempts or suspicious activity, never engaging in transactions/interacting with businesses he
doesn’t trust and/or non-reputable vendors, regularly reviewing financial and other important
account activity, storing important documents in a safe place, never transmitting his social security
number to unknown/untrusted individuals/entities, and shredding/destroying sensitive documents

165. Plaintiff Plotke anticipates spending considerable time and money on an ongoing
basis to try to mitigate and address harms caused by the Data Breach. In addition, Plaintiff Plotke
will continue to be at present and continued increased risk of identity theft and fraud for years to
come.

166. Plaintiff Plotke has a continuing interest in ensuring that his PIl, which remains in

Defendants’ possession, is protected and safeguarded from future disclosure and/or data breaches.
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167. As a result of the Data Breach, Plaintiff Plotke has already suffered—and is at an
increased risk of further suffering—injury and/or damages, including, but not limited to, the
unauthorized use of his stolen PII, heightened threat of identity theft and general mitigation efforts
spent on monitoring his credit and for identity theft, time and expenses spent scrutinizing bank
statements, credit card statements, and credit reports for fraudulent transactions/conduct, time and
expenses spent monitoring bank accounts for fraudulent activity, loss in value of his personal data,
lost property in the form of his compromised PII, and injury to his privacy. Additionally, as a direct
result of the Data Breach, Plaintiff Plotke now faces a substantial risk that unauthorized third
parties will further misuse his PIl because (1) the Data Breach involved a single cybercriminal
organization, CLOP, specifically targeting Defendants’ systems; (2) the dataset of Personal
Information that CLOP exfiltrated from Defendants’ systems has already been actually misused for
fraudulent and/or unauthorized conduct; and (3) the type of Personal Information CLOP exfiltrated
in the Data Breach is highly sensitive and can be misused for substantially injurious forms of
identity and/or fraud, such as fraudulently applying for and obtaining credit cards, loans,
mortgages, bank accounts, or other financial accounts in Plaintiff’s name. As a result of the Data
Breach, Plaintiff Plotke has (1) suffered, or is at an increased risk of suffering, unauthorized use
of his stolen P11 such that he has suffered concrete injury; (2) suffered concrete injury in fact based
on the material risk of future misuse of his PIl and concrete harm by exposure to this risk; and
(3) experienced separate concrete, present harm caused by his exposure to the risk of future harm
because he lost time that he spent taking protective measures that would have otherwise been put
to other productive use and lost opportunity costs associated with the time and effort he expended

addressing future consequences of the Data Breach.
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168. Plaintiff Plotke experienced all of the foregoing harm and injury as a direct result
of Defendants’ actions and inactions that led to the Data Breach. The monetary relief sought herein
by Plaintiff Plotke would compensate him for the foregoing redressable injuries. Further, Plaintiff
Plotke seeks injunctive relief to redress the foregoing injuries and harm, including, but not limited
to, requiring Defendants to take steps to monitor for, protect, and/or prevent misuse of his PlI
accessed by cybercriminals in the Data Breach, as well as enact adequate data privacy/security
practices.

9. Plaintiff Jvanne Rhodes

169. Plaintiff Jvanne Rhodes (“Plaintiff Rhodes”) is, and was at all relevant times, an
individual and citizen of Dallas, Texas.

170. Plaintiff Rhodes’ four children are enrolled with and received healthcare services
from the Texas Health and Human Services Commission. In order for her children to obtain
medical services, Plaintiff Rhodes was required to provide her PHI and P1I to Maximus, directly
or indirectly.

171. Plaintiff Rhodes received a letter from Maximus, Inc. dated August 31, 2023, that
informed her of “an incident that involved some of your Information. Maximus is a contractor to
the Texas Health and Human Services Commission (the “Agency”) and provides services to
support certain government programs. Your information was affected because this incident
affected information shared with us and by us for administrative purposes. The incident involved
a critical vulnerability in MOVEit Transfer, a third-party software application provided by
Progress Software Corporation (Progress).”

172.  The letter states further as follows:

What Happened? On May 30, 2023, Maximus detected unusual activity in our

MOVEit environment; we promptly began to investigate, engaged nationally

recognized cybersecurity experts to assist us, and took our MOVEit application
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offline early on May 31, 2023. Later that same day, Progress first publicly

announced a previously unknown vulnerability in its MOVEIt software, which an

unauthorized party used to gain access to certain within the MOVEit environments

of many organizations. Maximus notified the Agency of the incident on June 9,

2023, and we have been working with them since the notification. The investigation

determined that on approximately May 27 - May 31, 2023, the unauthorized party

obtained copies of certain files that were saved in the Maximus MOVEit
application. After making this determination, we began to analyze the files to
determine which data had been affected. As part of that analysis, it was determined

on June 12, 2023, that files for the Agency were impacted. Our investigation

determined that the files contained some of your personal information.

What Information Was Involved? Although the information impacted by this

incident varied by individual, the information involved may include: Name,

address, date of birth, Social Security Number, email, phone number, and dates of
service.

173.  Atthe time that Progress discovered the data breach—on or around May 31, 2023—
Defendants Progress and Maximus, Inc. retained Plaintiff Rhodes’s PHI and PII in their computer
systems. Accordingly, the letter states that Progress and Maximus, Inc. possessed Plaintiff
Rhodes’s PHI and PII, including her name, address, date of birth, Social Security number, email,
phone number, and dates of service, but failed to protect it and, instead, allowed cybercriminals to
access it through the Data Breach.

174.  According to the letter, Progress and Maximus, Inc. learned of the Data Breach as
early as May 30-31, but they waited approximately three months before only Maximus, Inc.
notified Plaintiff Rhodes that her highly sensitive PHI and PIl was compromised in the Data
Breach.

175. In addition to their substantial delay in notifying Plaintiff Rhodes of the Data
Breach, Defendants also put the burden on Plaintiff Rhodes to prevent any further harm resulting
from the Data Breach by stating in the letter: “it is recommended that you regularly monitor

account statements and monitor free credit reports. If you identify suspicious activity, you should

contact the company that maintains the account on your behalf.”
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176. According to the letter, Defendants waited three months before they notified
Plaintiff Rhodes that her Personal Information was compromised in the Data Breach. To date,
critical details of the root cause of the Data Breach, the vulnerabilities exploited, and the remedial
measures undertaken to ensure that such a breach does not occur again have not been explained to
Plaintiff Rhodes, who retains a vested interest in ensuring that her PHI and P11l remains protected.

177. Moreover, Defendants’ disclosure amounts to no real disclosure because it fails to
inform, with any degree of specificity, Plaintiff Rhodes of the Data Breach’s critical facts. Without
those details, Plaintiff Rhodes’s ability to mitigate harms resulting from the Data Breach is
severely diminished.

178.  Plaintiff Rhodes’ PHI and PII compromised in the Data Breach has already been
misused by cybercriminals for fraud and identity theft. More specifically Plaintiff Rhodes incurred
a fraudulent debit card charge on June 15, 2023, which caused her to cancel the card. Further,
Plaintiff Rhodes has also been notified that an unknown person has tried to open accounts in her
name without her authorization in July 2023. Further, at the direction of Maximus, Inc., Plaintiff
Rhodes made reasonable efforts to mitigate the impact of the Data Breach, which has included
researching and verifying the legitimacy of the Data Breach, monitoring her accounts for
suspicious activity, and reviewing her credit reports for suspicious activity. Plaintiff Rhodes has
spent significant time dealing with the Data Breach--valuable time Plaintiff Rhodes otherwise
would have put to profitable use, including, but not limited to, work and/or recreation. All told,
Plaintiff Rhodes estimates that she has spent approximately 175 hours to date responding to the
Data Breach. This time has been lost forever and cannot be recaptured.

179. The Data Breach has caused Plaintiff Rhodes anxiety, sleep disruption, stress,

anger, very upset, physical pain (headaches/migraines, chest pains, upset stomach), fear for her
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personal financial security, and fear for what information was revealed in the data breach, which
has been compounded by Defendants’” 3-month delay in informing her of the fact that her PHI and
P11, including her Social Security number, was acquired by known cybercriminals through the
Data Breach.

180. Plaintiff Rhodes has also experienced a large uptick in fraudulent spam and
phishing calls and emails since the Data Breach.

181. Plaintiff Rhodes greatly values her privacy and PHI and PII and takes reasonable
steps to maintain the confidentiality of her PHI and PII, including maintaining strong passwords,
regularly changing passwords, using multi-factor authentication, promptly investigating any alerts
about login attempts or suspicious activity, never engaging in transactions/interacting with
businesses she doesn’t trust and/or non-reputable vendors, using free identity theft/credit
monitoring services; routinely checking same, regularly reviewing financial and other important
account activity, storing important documents in a safe place, never transmitting her social security
number to unknown/untrusted individuals/entities, and shredding/destroying sensitive documents.

182. Plaintiff Rhodes anticipates spending considerable time and money on an ongoing
basis to try to mitigate and address harms caused by the Data Breach. In addition, Plaintiff Rhodes
will continue to be at present and continued increased risk of identity theft and fraud for years to
come.

183. Plaintiff Rhodes has a continuing interest in ensuring that her PHI and PII, which
remains in Defendants’ possession, is protected and safeguarded from future disclosure and/or data
breaches.

184. As aresult of the Data Breach, Plaintiff Rhodes has already suffered—and is at an

increased risk of further suffering—injury and/or damages, including, but not limited to, the
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unauthorized use of her stolen PHI and PII, heightened threat of identity theft and general
mitigation efforts spent on monitoring her credit and for identity theft, time and expenses spent
scrutinizing bank statements, credit card statements, and credit reports for fraudulent
transactions/conduct, time and expenses spent monitoring bank accounts for fraudulent activity,
loss in value of her personal data, lost property in the form of her compromised PHI and PII, and
injury to her privacy. Additionally, as a direct result of the Data Breach, Plaintiff Rhodes now
faces a substantial risk that unauthorized third parties will further misuse her PHI and PII because
(1) the Data Breach involved a single cybercriminal organization, CLOP, specifically targeting
Defendants’ systems; (2)the dataset of Personal Information that CLOP exfiltrated from
Defendants’ systems has already been actually misused for fraudulent and/or unauthorized
conduct; and (3) the type of Personal Information CLOP exfiltrated in the Data Breach is highly
sensitive and can be misused for substantially injurious forms of identity and/or fraud, such as
fraudulently applying for and obtaining credit cards, loans, mortgages, bank accounts, or other
financial accounts in Plaintiff’s name. As a result of the Data Breach, Plaintiff Rhodes has
(1) suffered, or is at an increased risk of suffering, unauthorized use of her stolen PHI and P1I such
that she has suffered concrete injury; (2) suffered concrete injury in fact based on the material risk
of future misuse of her PHI and PIl and concrete harm by exposure to this risk; and (3) experienced
separate concrete, present harm caused by her exposure to the risk of future harm because she lost
time that she spent taking protective measures that would have otherwise been put to other
productive use and lost opportunity costs associated with the time and effort she expended
addressing future consequences of the Data Breach.

185.  Plaintiff Rhodes experienced all of the foregoing harm and injury as a direct result

of Defendants’ actions and inactions that led to the Data Breach. The monetary relief sought herein
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by Plaintiff Rhodes would compensate her for the foregoing redressable injuries. Further, Plaintiff
Rhodes seeks injunctive relief to redress the foregoing injuries and harm, including, but not limited
to, requiring Defendants to take steps to monitor for, protect, and/or prevent misuse of her PHI and
PIl accessed by cybercriminals in the Data Breach, as well as enact adequate data privacy/security
practices.

10. Plaintiffs M.P. and M.Y.

186. Plaintiffs M.P. and M.Y., minors, are and at all relevant times were, individuals and
residents of Allen, Texas. M.P. and M.Y. bring this suit by and through their mother and legal
guardian, Aldreamer Smith, who is, and was at all relevant times, an individual and citizen of
Allen, Texas.

187.  Plaintiffs M.P. and M.Y. are enrolled with and received healthcare services from
the Texas Health and Human Services Commission. In order to receive medical services, Plaintiffs
M.P. and M.Y.’s mother and legal guardian, Aldreamer Smith, was required to provide her
children’s PHI and PII to Maximus, directly or indirectly.

188. Plaintiffs M.P. and M.Y.’s mother, Aldreamer Smith, received two identical letters
addressed “To the Parent or Guardian of” M.P. and M.Y. from Maximus, Inc. dated September 9,
2023, that informed her of “an incident that involved some of your minor’s Information. Maximus
is a contractor to the Texas Health and Human Services Commission (the “Agency”) and provides
services to support certain government programs. Y our minor’s information was affected because
this incident affected information shared with us and by us for administrative purposes. The
incident involved a critical vulnerability in MOVEit Transfer, a third-party software application
provided by Progress Software Corporation (Progress).”

189. The letters state further as follows:
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What Happened? On May 30, 2023, Maximus detected unusual activity in our
MOVEit environment; we promptly began to investigate, engaged nationally
recognized cybersecurity experts to assist us, and took our MOVEit application
offline early on May 31, 2023. Later that same day, Progress first publicly
announced a previously unknown vulnerability in its MOVEIt software, which an
unauthorized party used to gain access to certain within the MOVEit environments
of many organizations. Maximus notified the Agency of the incident on June 9,
2023, and we have been working with them since the notification. The investigation
determined that on approximately May 27 - May 31, 2023, the unauthorized party
obtained copies of certain files that were saved in the Maximus MOVEit
application. After making this determination, we began to analyze the files to
determine which data had been affected. As part of that analysis, it was determined
on June 12, 2023, that files for the Agency were impacted. Our investigation
determined that the files contained some of your minor’s personal information.

What Information Was Involved? Although the information impacted by this
incident varied by individual, the information involved may include: Name,
addr_ess, date of birth, Social Security Number, email, phone number, and dates of
service.

190. Atthe time that Progress discovered the data breach—on or around May 31, 2023—
Defendants Progress and Maximus, Inc. retained Plaintiffs M.P. and M.Y.’s PHI and PII in their
computer systems. Accordingly, the letter states that Progress and Maximus, Inc. possessed
Plaintiffs M.P. and M.Y.’s PHI and PII, including their names, address, dates of birth, Social
Security numbers, emails, phone numbers, and dates of service, but failed to protect it and, instead,
allowed cybercriminals to access it through the Data Breach.

191.  According to the letter, Progress and Maximus, Inc. learned of the Data Breach as
early as May 30-31, but they waited over three months before only Maximus, Inc. notified
Plaintiffs M.P. and M.Y. that their highly sensitive PHI and PIl was compromised in the Data
Breach.

192. In addition to their substantial delay in notifying Plaintiffs M.P. and M.Y. of the

Data Breach, Defendants also put the burden on Plaintiffs M.P. and M.Y., through their mother

and legal guardian Aldreamer Smith, to prevent any further harm resulting from the Data Breach
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by stating in the letters: “it is recommended that you regularly monitor account statements and
monitor free credit reports. If you identify suspicious activity, you should contact the company
that maintains the account on your behalf.”

193.  According to the letters, Defendants waited over three months before they notified
Plaintiffs M.P. and M.Y. that their Personal Information was compromised in the Data Breach. To
date, critical details of the root cause of the Data Breach, the vulnerabilities exploited, and the
remedial measures undertaken to ensure that such a breach does not occur again have not been
explained to Plaintiffs M.P. and M.Y., who retain a vested interest in ensuring that their PHI and
PIl remains protected.

194. Moreover, Defendants’ disclosure amounts to no real disclosure because it fails to
inform, with any degree of specificity, Plaintiffs M.P. and M.Y. of the Data Breach’s critical facts.
Without those details, Plaintiffs M.P. and M.Y.’s ability to mitigate harms resulting from the Data
Breach is severely diminished.

195. At the direction of Maximus, Inc., Plaintiffs M.P. and M.Y., through their mother
and legal guardian Aldreamer Smith, made reasonable efforts to mitigate the impact of the Data
Breach, which has included researching and verifying the legitimacy of the Data Breach,
contacting credit bureaus, monitoring accounts for suspicious activity, investigating suspicious
activity, and contacting banks, credit card companies, and/or other businesses about suspicious
activity. Plaintiffs M.P. and M.Y. have spent significant time dealing with the Data
Breach--valuable time Plaintiffs M.P. and M.Y. otherwise would have put to profitable use,
including, but not limited to, work and/or recreation. All told, Plaintiffs M.P. and M.Y ., through

their mother and legal guardian Aldreamer Smith, estimate that approximately 8 hours has been
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spent to date responding to the Data Breach. This time has been lost forever and cannot be
recaptured.

196. The Data Breach has caused Plaintiffs M.P. and M.Y., through their mother and
legal guardian Aldreamer Smith, fear, anxiety, stress, sleep disruption, fear for Plaintiffs’ personal
financial security, and fear for what information was revealed in the data breach, which has been
compounded by Defendants’ over 3-month delay in informing them of the fact that Plaintiffs’ PHI
and PII, including Social Security numbers, was acquired by known cybercriminals through the
Data Breach.

197. Plaintiffs M.P. and M.Y. have also experienced a large uptick in fraudulent spam
and phishing calls and emails since the Data Breach.

198. Plaintiffs M.P. and M.Y., through their mother and legal guardian Aldreamer
Smith, greatly value their privacy and PHI and PIl and take reasonable steps to maintain the
confidentiality of their PHI and PII, including maintaining strong passwords, regularly changing
passwords, using multi-factor authentication, promptly investigating any alerts about login
attempts or suspicious activity, never engaging in transactions/interacting with businesses she
doesn’t trust and/or non-reputable vendors, using free identity theft/credit monitoring services and
routinely checking same, regularly reviewing financial and other important account activity,
storing important documents in a safe place, never transmitting social security numbers to
unknown/untrusted individuals/entities, and shredding/destroying sensitive documents.

199. Plaintiffs M.P. and M.Y. through their mother and legal guardian Aldreamer Smith,
anticipate spending considerable time and money on an ongoing basis to try to mitigate and address
harms caused by the Data Breach. In addition, Plaintiffs M.P. and M.Y. will continue to be at

present and continued increased risk of identity theft and fraud for years to come.
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200. Plaintiffs M.P. and M.Y. have a continuing interest in ensuring that their PHI and
PII, which remains in Defendants’ possession, is protected and safeguarded from future disclosure
and/or data breaches.

201. As aresult of the Data Breach, Plaintiffs M.P. and M.Y. have already suffered—
and are at an increased risk of further suffering—injury and/or damages, including, but not limited
to, the unauthorized use of their stolen PHI and PII, heightened threat of identity theft and general
mitigation efforts spent on monitoring their credit and for identity theft, time and expenses spent
scrutinizing bank statements, credit card statements, and credit reports for fraudulent
transactions/conduct, time and expenses spent monitoring bank accounts for fraudulent activity,
loss in value of their personal data, lost property in the form of their compromised PHI and PIlI,
and injury to their privacy. Additionally, as a direct result of the Data Breach, Plaintiffs M.P. and
M.Y. now face a substantial risk that unauthorized third parties will further misuse their PHI and
PIl because (1) the Data Breach involved a single cybercriminal organization, CLOP, specifically
targeting Defendants’ systems; (2) the dataset of Personal Information that CLOP exfiltrated from
Defendants’ systems has already been actually misused for fraudulent and/or unauthorized
conduct; and (3) the type of Personal Information CLOP exfiltrated in the Data Breach is highly
sensitive and can be misused for substantially injurious forms of identity and/or fraud, such as
fraudulently applying for and obtaining credit cards, loans, mortgages, bank accounts, or other
financial accounts in Plaintiffs’ names. As a result of the Data Breach, Plaintiffs M.P. and M.Y.
have (1) suffered, or are at an increased risk of suffering, unauthorized use of their stolen PHI and
P11 such that they have suffered concrete injury; (2) suffered concrete injury in fact based on the
material risk of future misuse of their PHI and PII and concrete harm by exposure to this risk; and

(3) experienced separate concrete, present harm caused by their exposure to the risk of future harm
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because they lost time that they spent taking protective measures that would have otherwise been
put to other productive use and lost opportunity costs associated with the time and effort they
expended addressing future consequences of the Data Breach.

202. Plaintiffs M.P. and M.Y. experienced all of the foregoing harm and injury as a
direct result of Defendants’ actions and inactions that led to the Data Breach. The monetary relief
sought herein by Plaintiffs M.P. and M.Y. would compensate them for the foregoing redressable
injuries. Further, Plaintiffs M.P. and M.Y. seek injunctive relief to redress the foregoing injuries
and harm, including, but not limited to, requiring Defendants to take steps to monitor for, protect,
and/or prevent misuse of their PHI and P11 accessed by cybercriminals in the Data Breach, as well
as enact adequate data privacy/security practices.

11. Plaintiff Alexys Taylor

203.  Plaintiff Alexys Taylor (“Plaintiff Taylor””) was at all relevant times an individual
and citizen of in Merrillville, Indiana, but is now a citizen of Michigan, residing in Grand Rapids,
Michigan in September 2023.

204. Plaintiff Taylor has received Medicaid services through the Indiana Family and
Social Services Administration.

205. Plaintiff Taylor received a letter from Maximus Health Services, Inc. dated August
11, 2023, that informed her of “an incident involving some of your information. Maximus is a
contractor to the Indiana Family and Social Services Administration (the “Agency”) and provides
services to support certain government programs. Your information was affected because this
incident involved information shared with us by the Agency for administrative purposes. *** This
information involved may have included: Name, address, case number and recipient ID (RID).

The RID is your Medicaid number. *** This incident involved a critical vulnerability in the
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MOVE:it software, a third-party software application provided by Progress Software Corporation
(Progress).”

206. The letter states further as follows:

What Happened? On May 30, 2023, Maximus detected unusual activity in our

MOVEit environment; we promptly began to investigate, engaged nationally

recognized cybersecurity experts to assist us, and took our MOVEit application

offline early on May 31, 2023. Later that same day, Progress first publicly

announced a previously unknown vulnerability in its MOVEIt software, which an

unauthorized party used to gain access to certain files within the MOVEit
environments of many organizations.

Maximus promptly informed the Agency of the incident, and we have been working

with them since. Additionally, we engaged a forensic investigation firm and a data

analysis firm to identify affected individuals and the types of information involved.

We learned that on approximately May 27 - May 31, 2023, the unauthorized party

obtained copies of certain files that were saved in the Maximus MOVEit

application. After learning about the files, we began to analyze the files to
determine which data was affected and on June 12, 2023 determined files related

to the Agency were impacted. Our investigation determined that the files contained

some of your personal information.

207.  Atthe time that Progress discovered the data breach—on or around May 31, 2023—
Defendants Progress and Maximus Health Services, Inc. retained Plaintiff Taylor’s PHI and PII in
their computer systems.

208.  Accordingly, the letter states that Progress and Maximus Health Services, Inc.
possessed Plaintiff Taylor’s PHI and PII, including her Name, address, case number and Medicaid
number, but failed to protect it and, instead, allowed cybercriminals to access it through the Data
Breach.

209.  According to the letter, Progress and Maximus Health Services, Inc. learned of the
Data Breach as early as May 30-31, but they waited over two months before only Maximus Health

Services, Inc. notified Plaintiff Taylor that her highly sensitive PHI and PIl was compromised in

the Data Breach.
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210. In addition to their substantial delay in notifying Plaintiff Taylor of the Data
Breach, Defendants also put the burden on Plaintiff Taylor to prevent any further harm resulting
from the Data Breach by stating in the letter: “it is recommended that you regularly monitor
account statements and monitor free credit reports. If you identify suspicious activity, you should
contact that company that maintains the account on your behalf.”

211. According to the letter, Defendants waited two months before they notified Plaintiff
Taylor that her Personal Information was compromised in the Data Breach. To date, critical details
of the root cause of the Data Breach, the vulnerabilities exploited, and the remedial measures
undertaken to ensure that such a breach does not occur again have not been explained to Plaintiff
Taylor, who retains a vested interest in ensuring that her PHI and P1I remains protected.

212. Moreover, Defendants’ disclosure amounts to no real disclosure because it fails to
inform, with any degree of specificity, Plaintiff Taylor of the Data Breach’s critical facts. Without
those details, Plaintiff Taylor’s ability to mitigate harms resulting from the Data Breach is severely
diminished.

213. Plaintiff Taylor’s PHI and PII compromised in the Data Breach has already been
misused by cybercriminals for fraud and identity theft. More specifically, shortly after the Data
Breach, an unauthorized person used Plaintiff Taylor’s RID to open both a gym membership at
Planet Fitness and a Cash App account. Further, at the direction of Maximus Health Services, Inc.,
Plaintiff Taylor made reasonable efforts to mitigate the impact of the Data Breach, which has
included researching and verifying the legitimacy of the Data Breach, monitoring her accounts for
suspicious activity, and contacting banks, credit card companies, and other businesses about
suspicious activity. Plaintiff Taylor has spent significant time dealing with the Data

Breach--valuable time Plaintiff Taylor otherwise would have put to profitable use, including, but
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not limited to, school work and/or recreation. All told, Plaintiff Taylor estimates that she has spent
approximately 40 hours to date responding to the Data Breach. This time has been lost forever
and cannot be recaptured.

214. The Data Breach has caused Plaintiff Taylor anxiety, stress, fear for her personal
financial security, and fear for what information was revealed in the data breach, which has been
compounded by the fact that she received a notification that her Personal Information was on the
dark web and by Defendants’ 2-month delay in informing her of the fact that her PHI and P11 was
acquired by known cybercriminals through the Data Breach.

215.  Plaintiff Taylor greatly values her privacy and PHI and PIl and takes reasonable
steps to maintain the confidentiality of her PHI and PII, including maintaining strong passwords,
regularly changing passwords, using multi-factor authentication, promptly investigating any alerts
about login attempts or suspicious activity, never engaging in transactions/interacting with
businesses she doesn’t trust and/or non-reputable vendors, using free identity theft/credit
monitoring services and routinely checking same, regularly reviewing financial and other
important account activity, storing important documents in a safe place, and never transmitting her
Social Security number to unknown/untrusted individuals/entities.

216. Plaintiff Taylor anticipates spending considerable time and money on an ongoing
basis to try to mitigate and address harms caused by the Data Breach. In addition, Plaintiff Taylor
will continue to be at present and continued increased risk of identity theft and fraud for years to
come.

217. Plaintiff Taylor has a continuing interest in ensuring that her PHI and PII, which
remains in Defendants’ possession, is protected and safeguarded from future disclosure and/or data

breaches.
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218. As aresult of the Data Breach, Plaintiff Taylor has already suffered—and is at an
increased risk of further suffering—injury and/or damages, including, but not limited to, the
unauthorized use of her stolen PHI and PII, heightened threat of identity theft and general
mitigation efforts spent on monitoring her credit and for identity theft, time and expenses spent
scrutinizing bank statements, credit card statements, and credit reports for fraudulent
transactions/conduct, time and expenses spent monitoring bank accounts for fraudulent activity,
loss in value of her personal data, lost property in the form of her compromised PHI and PII, and
injury to her privacy. Additionally, as a direct result of the Data Breach, Plaintiff Taylor now faces
a substantial risk that unauthorized third parties will further misuse her PHI and P11 because (1) the
Data Breach involved a single cybercriminal organization, CLOP, specifically targeting
Defendants’ systems; (2)the dataset of Personal Information that CLOP exfiltrated from
Defendants’ systems has already been actually misused for fraudulent and/or unauthorized
conduct; and (3) the type of Personal Information CLOP exfiltrated in the Data Breach is highly
sensitive and can be misused for substantially injurious forms of identity and/or fraud, such as
fraudulently applying for and obtaining credit cards, loans, mortgages, bank accounts, or other
financial accounts in Plaintiff’s name. As a result of the Data Breach, Plaintiff Taylor has
(1) suffered, or is at an increased risk of suffering, unauthorized use of her stolen PHI and P1l such
that she has suffered concrete injury; (2) suffered concrete injury in fact based on the material risk
of future misuse of her PHI and PIl and concrete harm by exposure to this risk; and (3) experienced
separate concrete, present harm caused by her exposure to the risk of future harm because she lost
time that she spent taking protective measures that would have otherwise been put to other
productive use and lost opportunity costs associated with the time and effort she expended

addressing future consequences of the Data Breach.
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219. Plaintiff Taylor experienced all of the foregoing harm and injury as a direct result
of Defendants’ actions and inactions that led to the Data Breach. The monetary relief sought herein
by Plaintiff Taylor would compensate her for the foregoing redressable injuries. Further, Plaintiff
Taylor seeks injunctive relief to redress the foregoing injuries and harm, including, but not limited
to, requiring Defendants to take steps to monitor for, protect, and/or prevent misuse of her PHI and
PIl accessed by cybercriminals in the Data Breach, as well as enact adequate data privacy/security
practices.

B. Welltok Bellwether Plaintiffs
1. Plaintiff Tamara Williams

220. Plaintiff Tamara Williams (“Plaintiff Williams”) is a resident and citizen of the
state of Michigan and resides in Roseville, Michigan.

221. Plaintiff Williams is a current patient at Corewell Health, which, according to
Plaintiff Williams’s Notice Letter, contracted with Welltok to “operate[] a contact platform for
Corewell Health East and received [Plaintiff Williams’s] [Private Information] in connection with
those services.”

222. Plaintiff Williams received a Notice Letter by U.S. mail addressed to her directly
from Welltok, writing on behalf of Corewell Health, dated November 17, 2023. According to the
Notice Letter, Plaintiff Williams’s Private Information was improperly accessed and obtained by
unauthorized third parties, which may have included her “name, date of birth, email address, phone
number, diagnosis, health insurance information, and Social Security Number.”

223. Plaintiff Williams’s Notice Letter states that:

What Happened. On July 26, 2023, we were alerted to an earlier alleged

compromise of our MOVEIit Transfer server in connection with software

vulnerabilities made public by the developer of the MOVEit Transfer tool. We had

previously installed all published patches and security upgrades immediately upon
such patches being made available by Progress Software, the maker of the MOVEit
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Transfer tool and conducted an examination of our systems and networks using all
information available to determine the potential impact of the published
vulnerabilities’ presence on the MOVEit Transfer server and the security of data
housed on the server and confirmed that there was no indication of any compromise
at that time.

Upon being alerted to the alleged issue, we moved quickly to launch an additional

investigation with the assistance of third-party cybersecurity specialists and using

additional information that had been discovered in the intervening period, to
determine the potential for a hidden presence of vulnerabilities on the MOVEit

Transfer server and the security of data housed on the server. After a full

reconstruction of our systems and historical data, our investigation determined on

August 11, 2023 that an unknown actor exploited software vulnerabilities, accessed

the MOVEit Transfer server on May 30, 2023, and exfiltrated certain data from the

MOVEit Transfer server during that time. We subsequently undertook a time-

consuming and detailed reconstruction and review of the data stored on the server

at the time of this incident to understand the contents of that data and to whom that

data relates. Subsequently, we have learned that data related to you was present on

the impacted server at the time of the event.

224. At the time that Progress discovered the Data Breach—on or around May 31,
2023—Welltok and Corewell Health were in possession and/or had stored Plaintiff Williams’s
Private Information but failed to protect it and, instead allowed cybercriminal to access it through
the Data Breach. As Plaintiff Williams’s Notice Letter acknowledges, after a “review of the data
stored on the server at the time of this incident to understand the contents of that data and to whom
that data relates[,]” Welltok “learned that data related to you was present on the impacted server
at the time of the event.”

225.  Welltok and Corewell Health also failed to timely and adequately notify Plaintiff
Williams about the Data Breach. Although the Notice Letter disclosed that Welltok had been
“alerted to an earlier alleged compromise of our MOVEit Transfer server in connection with
software vulnerabilities made public by the developer of the MOVEit Transfer tool,” on July 26,
2023, it took Welltok and Corewell Health four months to notify Plaintiff Williams of the Data

Breach’s occurrence.
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226. In addition to their substantial delay in notifying Plaintiff Williams of the Data
Breach, Welltok and Corewell Health also put the burden on Plaintiff Williams to prevent any
further harm resulting from the Data Breach by not disclosing the specific Private Information of
Plaintiff Williams that was compromised or the specific actions taken by Welltok and Corewell
Health in response to the Data Breach.

227. Instead, Plaintiff Williams’s Notice Letter simply identified categories of Plaintiff
Williams’s Private Information that may or may not have been compromised by the Data Breach,
stating that, “[t]he following types of information may have been impacted: name, date of birth,
email address, phone number, diagnosis, health insurance information, and Social Security
Number.”

228. Plaintiff Williams’s Notice Letter further stated vaguely that “we are reviewing and
enhancing our existing policies and procedures related to data privacy to reduce the likelihood of
a similar future event.” The Notice Letter also advised Plaintiff Williams in general terms “to
remain vigilant against incidents of identity theft and fraud by regularly reviewing your account
statements and monitoring your free credit reports for suspicious activity and to detect errors.”

229. To date, critical details of the root cause of the Data Breach, the vulnerabilities
exploited, and the remedial measures undertaken to ensure that such a breach does not occur again
have not been explained to Plaintiff Williams who retains a vested interest in ensuring that her
Private Information remains protected.

230. This “disclosure” amounts to no real disclosure at all, as it fails to inform, with any
degree of specificity, Plaintiff Williams of the Data Breach’s critical facts. Without these details,
Plaintiffs Williams’s ability to mitigate the harms resulting from the Data Breach is severely

diminished.
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231. Plaintiftf Williams’s Private Information compromised in the Data Breach has
already been misused by cybercriminals for fraud and identity theft. On or around November 2023,
Plaintiff Williams was alerted by IdentityTheft.gov that someone had used her Social Security
number to open a fraudulent account for internet services with a telecommunications company
called Prosper Wireless, taking out a phone and a tablet. In addition, on or around March 2024,
Plaintiff Williams was notified by a loan company called Lending Club that she was being denied
a request for a $40,000 loan that an unauthorized person requested without her knowledge. Further,
on or around June 2024, without Plaintiff Williams’s knowledge, $9 had been withdrawn from a
debit account that she had with Huntington Bank by an unauthorized person located in Ghana,
which resulted in Huntington Bank closing that account. Further, on or around June 5, July 15,
July 17, September 20, and September 30, Plaintiff Williams received threatening phishing calls
and voicemail messages from unknown numbers showing up as spam on her phone, claiming that
Plaintiff Williams has a fictitious back tax issue that she must fix by providing the caller with her
social security number. Some of these calls have involved threats that Plaintiff Williams will be
arrested if she does not verify her Social Security number and other personal information.

232. Since the Data Breach, Plaintiff Williams experienced other forms of spam and
phishing emails, texts, and phone calls on a nearly daily basis, including texts claiming to be from
the United States Postal Office, saying they are withholding deliveries from her until she clicks on
a suspicious link to verify personal information. This misuse of her Private Information was
caused, upon information and belief, by the fact that cybercriminals are able to easily use the
information compromised in the Data Breach to find more information about an individual, such
as their phone number or email address, from publicly available sources, including websites that

aggregate and associate personal information with the owner of such information. Criminals often

-70-
011175-35/2876720 V1



Case 1:23-md-03083-ADB  Document 1297 Filed 12/06/24 Page 93 of 1027

target data breach victims with spam emails, calls, and texts to gain access to their devices with
phishing attacks or elicit further personal information for use in committing identity theft or fraud.

233. Moreover, beginning on or around January 15, 2023, Plaintiff Williams has
received notifications from Google Dark Web Report, reporting that Plaintiff Williams’s private
information had been found on the dark web.

234.  As aresult of the above fraudulent activity, Plaintiff Williams had to place a freeze
on her credit with Experian, TransUnion, and Equifax, as well as change her email accounts and
passwords numerous times.

235. As a direct and proximate result of the Data Breach, Plaintiff Williams has spent
substantial time and effort on, among other things: investigating and taking remedial actions to the
fraudulent/suspicious instances of fraud and identity theft identified above; contacting banks,
credit card companies, and other vendors/companies (such as Prosper Wireless and Lending Club)
regarding fraudulent/suspicious activity; investigating and checking the accuracy of the spam and
phishing emails, texts, and phone calls she has received and continues to receive on a daily basis;
placing freezes on her credit with Experian, TransUnion, and Equifax; changing passwords for
sensitive accounts such as bank accounts; researching and verifying the legitimacy of the Data
Breach upon receiving the Notice Letter; and monitoring her financial accounts for any indication
of additional fraudulent activity on a daily basis.

236. Plaintiff Williams greatly values her privacy and her Private Information and takes
reasonable steps to maintain the confidentiality of her Private Information including, among other
things, maintaining strong passwords, regularly changing email and bank passwords, using multi-
factor authentication for sensitive accounts, regularly reviewing financial and other important

account activity, promptly investigating any alerts about login attempts or suspicious activity,
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avoiding transactions with businesses she does not trust, using credit monitoring services, storing
important documents in a safe place, and making sure that she has not shared her Social Security
number publicly or directly to any unknown or untrusted individuals or entities.

237. Despite these efforts, Plaintiff Williams is very concerned about fraud and identity
theft, as well as the consequences of such fraud and identity theft, resulting from the Data Breach.
Specifically, the Data Breach has caused Plaintiff Williams to fear for her personal financial
security “all the time” and feels “violated” over “someone else out there trying to become you”
especially given the fraudulent activity and identity theft she has experienced. Plaintiff Williams
was “distraught” from that activity. That the Data Breach has had an adverse effect on Plaintiff
Williams is further apparent by the fact that she has actually cried from the daily harassing and
threating spam and phishing texts and calls she receives daily and the physical pain she has
experienced from some of the autoimmune conditions she has being exacerbated from the daily
stress and anxiety caused by the Data Breach. Plaintiff Williams has also suffered a loss of sleep
from staying awake through the night stressing over the Data Breach, including having stayed up
until 5am every day for a full week investigating what happened with respect to the $40,000 loan
that an unauthorized person tried to take out in her name. Plaintiff Williams stresses about having
to worry about people constantly trying to rob and deceive her, and harass her to get income from
her.

238. The daily stress, fear, and time spent by Plaintiff Williams as a result of the Data
Breach has prevented and continues to prevent Plaintiff Williams from spending time on other
things, such as “taking a meditation walk, or “trying a new recipe” or exercising at the local rec
center.” Instead, that time is spent waking up to harassing and threating messages on her phone

from scammers that she must investigate and deal with. As Plaintiff Williams put it, these
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consequences of the Data Breach “rob her of a level of enjoyment” of the day. This lost time can
never be recovered.

239. Plaintiff Williams anticipates spending additional considerable time and money on
an ongoing basis to try to mitigate and address harms caused by the Data Breach, especially since
she continues to be harassed with spam and phishing attempts to engage in fraud and identity theft
at her expense on a daily basis. In addition, Plaintiff Williams will continue to be at present and
continued increased risk of identity theft and fraud for years to come.

240.  Plaintiff Williams has a continuing interest in ensuring that her Private Information,
which remains in Progress’s and Welltok Bellwether Defendants’ possession, is protected and
safeguarded from future disclosure and/or data breaches.

241. As a result of the Data Breach, Plaintiff Williams has already suffered—and is at
an increased risk of further suffering—injury and/or damages, including, but not limited to, the
unauthorized use of her stolen Private Information, heightened threat of identity theft and general
mitigation efforts spent on monitoring her credit and for identity theft; time and expenses spent
scrutinizing bank statements, credit card statements, and credit reports for fraudulent
transactions/conduct; time and expenses spent monitoring bank accounts for fraudulent activity;
loss in value of her personal data; lost property in the form of her compromised Private
Information; and injury to her privacy. Additionally, as a direct result of the Data Breach, Plaintiff
Williams now faces a substantial risk that unauthorized third parties will further misuse her Private
Information because (1) the Data Breach involved a single cybercriminal organization, CLOP,
specifically targeting Defendants’ systems; (2) the dataset of Private Information that CLOP
exfiltrated from Defendants’ systems has already been actually misused for fraudulent and/or

unauthorized conduct; and (3) the type of Private Information CLOP exfiltrated in the Data Breach
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is highly sensitive and can be misused for substantially injurious forms of identity and/or fraud,
such as fraudulently applying for and obtaining credit cards, loans, mortgages, bank accounts, or
other financial accounts in Plaintiff Williams’s name. As a result of the Data Breach, Plaintiff
Williams has (1) suffered, or is at an increased risk of suffering, unauthorized use of her stolen
Private Information such that she has suffered concrete injury; (2) suffered concrete injury in fact
based on the material risk of future misuse of her Private Information and concrete harm by
exposure to this risk; and (3) experienced separate concrete, present harm caused by her exposure
to the risk of future harm because she lost time that she spent taking protective measures that would
have otherwise been put to other productive use and lost opportunity costs associated with the time
and effort she expended addressing future consequences of the Data Breach.

242. Plaintiff Williams experienced all of the foregoing harm and injury as a direct result
of Progress and Welltok Bellwether Defendants’ actions and inactions that led to the Data Breach.
The monetary relief sought herein by Plaintiff Williams would compensate her for the foregoing
redressable injuries. Further, Plaintiff Williams seeks injunctive relief to redress the foregoing
injuries and harm, including, but not limited to, requiring Progress and Welltok Bellwether
Defendants to take steps to monitor for, protect, and/or prevent misuse of her Private Information
accessed by cybercriminals in the Data Breach, as well as enact adequate data privacy/security
practices.

2. Plaintiff Jeffrey Weaver

243. Plaintiff Jeffrey Weaver (“Plaintiff Weaver”) is a resident and citizen of the state
of Michigan and resides in South Lyon, Michigan.
244. Plaintiff Weaver is a current patient at Corewell Health, which, according to

Plaintiff Weaver’s Notice Letter, contracted with Welltok to “operate[] a contact platform for
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Corewell Health East and received [Plaintiff Weaver’s] [Private Information] in connection with
those services.”

245.  Plaintiff Weaver received a Notice Letter by U.S. mail addressed to him directly
from Welltok, writing on behalf of Corewell Health, dated November 17, 2023. According to the
Notice Letter, Plaintiff Weaver’s Private Information was improperly accessed and obtained by
unauthorized third parties, which may have included his “name, date of birth, email address, phone
number, diagnosis, health insurance information, and Social Security Number.”

246. Plaintiff Weaver’s Notice Letter states that:

What Happened. On July 26, 2023, we were alerted to an earlier alleged
compromise of our MOVEIit Transfer server in connection with software
vulnerabilities made public by the developer of the MOVEIt Transfer tool. We had
previously installed all published patches and security upgrades immediately upon
such patches being made available by Progress Software, the maker of the MOVEit
Transfer tool and conducted an examination of our systems and networks using all
information available to determine the potential impact of the published
vulnerabilities’ presence on the MOVEIit Transfer server and the security of data
housed on the server and confirmed that there was no indication of any compromise
at that time.

Upon being alerted to the alleged issue, we moved quickly to launch an additional
investigation with the assistance of third-party cybersecurity specialists and using
additional information that had been discovered in the intervening period, to
determine the potential for a hidden presence of vulnerabilities” on the MOVEit
Transfer server and the security of data housed on the server. After a full
reconstruction of our systems and historical data, our investigation determined on
August 11, 2023 that an unknown actor exploited software vulnerabilities, accessed
the MOVE:it Transfer server on May 30, 2023, and exfiltrated certain data from the
MOVEit Transfer server during that time. We subsequently undertook a time-
consuming and detailed reconstruction and review of the data stored on the server
at the time of this incident to understand the contents of that data and to whom that
data relates. Subsequently, we have learned that data related to you was present on
the impacted server at the time of the event.

247.  Atthe time that Progress discovered the Data Breach—on or around May 31, 2023
—Welltok and Corewell Health were in possession or and/or had stored Plaintiff Weaver’s Private

Information but failed to protect it and, instead allowed cybercriminal to access it through the Data
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Breach. As Plaintiff Weaver’s Notice Letter acknowledges, after a “review of the data stored on
the server at the time of this incident to understand the contents of that data and to whom that data
relates[,]” Welltok “learned that data related to you was present on the impacted server at the time
of the event.”

248. Welltok and Corewell Health also failed to timely and adequately notify Plaintiff
Weaver about the Data Breach. Although the Notice Letter disclosed that Welltok had been
“alerted to an earlier alleged compromise of our MOVEit Transfer server in connection with
software vulnerabilities made public by the developer of the MOVE:it Transfer tool,” on July 26,
2023, it took Welltok and Corewell Health four months to notify Plaintiff Weaver of the Data
Breach’s occurrence.

249. In addition to their substantial delay in notifying Plaintiff Weaver of the Data
Breach, Welltok and Corewell Health also put the burden on Plaintiff Weaver to prevent any
further harm resulting from the Data Breach by not disclosing the specific Private Information of
Plaintiff Weaver that was compromised or the specific actions taken by Welltok and Corewell
Health in response to the Data Breach.

250. Instead, Plaintiff Weaver’s Notice Letter simply identified categories of Plaintiff
Weaver’s Private Information that may or may not have been compromised by the Data Breach,
stating that, “[t]he following types of information may have been impacted: name, date of birth,
email address, phone number, diagnosis, health insurance information, and Social Security
Number.”

251. Plaintiff Weaver’s Notice Letter further stated vaguely that “we are reviewing and
enhancing our existing policies and procedures related to data privacy to reduce the likelihood of

a similar future event.” The Notice Letter also advised Plaintiff Weaver in general terms “to remain
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vigilant against incidents of identity theft and fraud by regularly reviewing your account statements
and monitoring your free credit reports for suspicious activity and to detect errors.”

252. To date, critical details of the root cause of the Data Breach, the vulnerabilities
exploited, and the remedial measures undertaken to ensure that such a breach does not occur again
have not been explained to Plaintiff Weaver who retains a vested interest in ensuring that his
Private Information remains protected.

253. This “disclosure” amounts to no real disclosure at all, as it fails to inform, with any
degree of specificity, Plaintiff Weaver of the Data Breach’s critical facts. Without these details,
Plaintiff Weaver’s ability to mitigate the harms resulting from the Data Breach is severely
diminished.

254. Plaintifft Weaver’s Private Information compromised in the Data Breach has
already been circulated on the Dark Web. Indeed, Plaintiff Weaver has received numerous
notifications from CapitalOne, Experian, and IDX Monitoring throughout 2024, as recently as
October 16, 2024, stating that his Private Information, including his Social Security number
specifically was found on the Dark Web.

255. Since the Data Breach, Plaintiff Weaver experienced other forms of spam and
phishing emails, texts, and phone calls. This misuse of his Private Information was caused, upon
information and belief, by the fact that cybercriminals are able to easily use the information
compromised in the Data Breach to find more information about an individual, such as their phone
number or email address, from publicly available sources, including websites that aggregate and
associate personal information with the owner of such information. Criminals often target data
breach victims with spam emails, calls, and texts to gain access to their devices with phishing

attacks or elicit further personal information for use in committing identity theft or fraud.
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256. As a direct and proximate result of the Data Breach, Plaintiff Weaver has spent
substantial time (approximately 200 hours since the Data Breach) and effort on, among other
things: investigating and checking the accuracy of the spam and phishing emails, texts, and phone
calls he has received and continues to receive; regularly changing passwords for sensitive accounts
such as bank accounts; researching and verifying the legitimacy of the Data Breach upon receiving
the Notice Letter; monitoring his financial accounts for any indication of fraudulent activity on a
daily basis; and reviewing Dark Web notifications he receives.

257. Plaintiff Weaver greatly values his privacy and his Private Information and takes
reasonable steps to maintain the confidentiality of his Private Information including, among other
things, maintaining strong passwords, regularly changing his email and bank passwords, using
multi-factor authentication whenever it is offered, regularly reviewing financial and other
important account activity, promptly investigating any alerts about login attempts or suspicious
activity, avoiding transactions with businesses he does not trust, using credit monitoring services,
storing important documents in a safe place, using credit monitoring services, such as IDX, and
making sure that he has not shared his Social Security number publicly or directly to any unknown
or untrusted individuals or entities.

258. Despite these efforts, Plaintiff Weaver is very concerned about fraud and identity
theft, as well as the consequences of such fraud and identity theft, resulting from the Data Breach.
Specifically, the Data Breach has caused Plaintiff Weaver to experience stress, anxiety, and
paranoia from knowing that his Social Security number has been found on the Dark Web, placing
him at constant risk of experiencing fraudulent activity. Plaintiff Weaver has worked very hard to
establish excellent credit and stresses over how that hard work could be undone by his credit being

ruined as a result of his Social Security number being compromised. Plaintiff Weaver did not
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experience his current level of stress and anxiety during his lifetime before the Data Breach took
place. Further, Plaintiff Weaver has also suffered from sleep disruption as a result of the Data
Breach and his Private Information being found on the Dark Web.

259. Plaintiff Weaver anticipates spending additional considerable time and money on
an ongoing basis to try to mitigate and address harm caused by the Data Breach, especially since
he was informed that his Social Security number was found on the Dark Web. In addition, Plaintiff
Weaver will continue to be at present and continued increased risk of identity theft and fraud for
years to come.

260. Plaintiff Weaver has a continuing interest in ensuring that his Private Information,
which remains in Progress and Welltok Bellwether Defendants’ possession, is protected and
safeguarded from future disclosure and/or data breaches.

261. As aresult of the Data Breach, Plaintiff Weaver has already suffered—and is at an
increased risk of further suffering—injury and/or damages, including, but not limited to, the
unauthorized use of his stolen Private Information, heightened threat of identity theft and general
mitigation efforts spent on monitoring his credit and for identity theft; time and expenses spent
scrutinizing bank statements, credit card statements, and credit reports for fraudulent
transactions/conduct; time and expenses spent monitoring bank accounts for fraudulent activity;
loss in value of his personal data; lost property in the form of his compromised Private Information;
and injury to his privacy. Additionally, as a direct result of the Data Breach, Plaintiff Weaver now
faces a substantial risk that unauthorized third parties will further misuse his Private Information
because (1) the Data Breach involved a single cybercriminal organization, CLOP, specifically
targeting Defendants’ systems; (2) the dataset of Private Information that CLOP exfiltrated from

Defendants’ systems has already been actually misused for fraudulent and/or unauthorized
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conduct; and (3) the type of Private Information CLOP exfiltrated in the Data Breach is highly
sensitive and can be misused for substantially injurious forms of identity and/or fraud, such as
fraudulently applying for and obtaining credit cards, loans, mortgages, bank accounts, or other
financial accounts in Plaintiff Weaver’s name. As a result of the Data Breach, Plaintiff Weaver
has (1) suffered, or is at an increased risk of suffering, unauthorized use of his stolen Private
Information such that he has suffered concrete injury; (2) suffered concrete injury in fact based on
the material risk of future misuse of his Private Information and concrete harm by exposure to this
risk; and (3) experienced separate concrete, present harm caused by his exposure to the risk of
future harm because his lost time that he spent taking protective measures that would have
otherwise been put to other productive use and lost opportunity costs associated with the time and
effort his expended addressing future consequences of the Data Breach.

262. Plaintiff Weaver experienced all of the foregoing harm and injury as a direct result
of Progress and Welltok Bellwether Defendants’ actions and inactions that led to the Data Breach.
The monetary relief sought herein by Plaintiff Weaver would compensate him for the foregoing
redressable injuries. Further, Plaintiff Weaver seeks injunctive relief to redress the foregoing
injuries and harm, including, but not limited to, requiring Progress and Welltok Bellwether
Defendants to take steps to monitor for, protect, and/or prevent misuse of his Private Information
accessed by cybercriminals in the Data Breach, as well as enact adequate data privacy/security
practices.

3. Plaintiff Amanda Copans
263. Plaintiff Amanda Copans (“Plaintiff Copans”) is a resident and citizen of the state

of California and resides in San Francisco, California.

-80-
011175-35/2876720 V1



Case 1:23-md-03083-ADB  Document 1297 Filed 12/06/24 Page 103 of 1027

264. Plaintiff Copans is a current patient at Sutter Health, which, according to Plaintiff
Copans’s Notice Letter, contracted with Welltok to “operate[] a contact platform for Sutter Health
and received [Plaintiff Copans’s] [Private Information] in connection with those services.”

265. Plaintiff Copans received a Notice Letter by U.S. mail addressed to her directly
from Welltok, writing on behalf of Sutter Health, dated October 31, 2023. According to the Notice
Letter, Plaintiff Copans’s Private Information was improperly accessed and obtained by
unauthorized third parties, which may have included her “name, date of birth, health insurance
information, provider name, treatment cost information, and treatment information or diagnosis.”

266. Plaintiff Copans’s Notice Letter states that:

What Happened. On July 26, 2023, we were alerted to an earlier alleged
compromise of our MOVEIit Transfer server in connection with software
vulnerabilities made public by the developer of the MOVEIt Transfer tool. We had
previously installed all published patches and security upgrades immediately upon
such patches being made available by Progress Software, the maker of the MOVEit
Transfer tool and conducted an examination of our systems and networks using all
information available to determine the potential impact of the published
vulnerabilities’ presence on the MOVEit Transfer server and the security of data
housed on the server and confirmed that there was no indication of any compromise
at that time.

Upon being alerted to the alleged issue, we moved quickly to launch an additional
investigation with the assistance of third-party cybersecurity specialists and using
additional information that had been discovered in the intervening period, to
determine the potential for a hidden presence of vulnerabilities” on the MOVE:it
Transfer server and the security of data housed on the server. After a full
reconstruction of our systems and historical data, our investigation determined on
August 11, 2023 that an unknown actor exploited software vulnerabilities, accessed
the MOVE:it Transfer server on May 30, 2023, and exfiltrated certain data from the
MOVEit Transfer server during that time. We subsequently undertook a time-
consuming and detailed reconstruction and review of the data stored on the server
at the time of this incident to understand the contents of that data and to whom that
data relates. Subsequently, we have learned that data related to you was present on
the impacted server at the time of the event.

267. At the time that Progress discovered the Data Breach—on or around May 31, 2023

—Welltok and Sutter Health were in possession or had stored Plaintiff Copans’s Private
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Information but failed to protect it and, instead allowed cybercriminals to access it through the
Data Breach. As Plaintiff Copans’s Notice Letter acknowledges, after a “review of the data stored
on the server at the time of this incident to understand the contents of that data and to whom that
data relates[,]” Welltok “learned that data related to you was present on the impacted server at the
time of the event.”

268. Welltok and Sutter Health also failed to timely and adequately notify Plaintiff
Copans about the Data Breach. Although the Notice Letter disclosed that Welltok had been
“alerted to an earlier alleged compromise of our MOVEit Transfer server in connection with
software vulnerabilities made public by the developer of the MOVEit Transfer tool,” on July 26,
2023, it took Welltok and Sutter Health over three months to notify Plaintiff Copans of the Data
Breach’s occurrence.

269. In addition to their substantial delay in notifying Plaintiff Copans of the Data
Breach, Welltok and Sutter Health also put the burden on Plaintiff Copans to prevent any further
harm resulting from the Data Breach by not disclosing the specific Private Information of Plaintiff
Copans that was compromised or the specific actions taken by Welltok and Sutter Health in
response to the Data Breach.

270. Instead, Plaintiff Copans’s Notice Letter simply identified categories of Plaintiff
Copans’s Private Information that may or may not have been compromised by the Data Breach,
stating that, “[t]he following types of information may have been impacted: your name, and date
of birth, health insurance information, provider name, treatment cost information, and treatment
information or diagnosis.”

271. Plaintiff Copans’s Notice Letter further stated vaguely that “we are reviewing and

enhancing our existing policies and procedures related to data privacy to reduce the likelihood of
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a similar future event.” The Notice Letter also advised Plaintiff Copans in general terms “to remain
vigilant against incidents of identity theft and fraud by regularly reviewing your account statements
and monitoring your free credit reports for suspicious activity and to detect errors.”

272. To date, critical details of the root cause of the Data Breach, the vulnerabilities
exploited, and the remedial measures undertaken to ensure that such a breach does not occur again
have not been explained to Plaintiff Copans who retains a vested interest in ensuring that her
Private Information remains protected.

273. This “disclosure” amounts to no real disclosure at all, as it fails to inform, with any
degree of specificity, Plaintiff Copans of the Data Breach’s critical facts. Without these details,
Plaintiffs Copans’s ability to mitigate the harms resulting from the Data Breach is severely
diminished.

274.  Plaintiff Copans’s Private Information compromised in the Data Breach has already
been circulated on the Dark Web. Indeed, Plaintiff Copans has received numerous notifications
from Norton this year, including one on August 23, 2024, stating that her Private Information,
including her name and Social Security number specifically were found on the Dark Web. As a
result of the Data Breach, Plaintiff Copans pays for annual credit monitoring services with Norton
at an out-of-pocket cost of $8.99 per month.

275. Since the Data Breach, Plaintiff Copans experienced other forms of spam and
phishing emails, texts, and phone calls. This misuse of her Private Information was caused, upon
information and belief, by the fact that cybercriminals are able to easily use the information
compromised in the Data Breach to find more information about an individual, such as their phone
number or email address, from publicly available sources, including websites that aggregate and

associate personal information with the owner of such information. Criminals often target data
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breach victims with spam emails, calls, and texts to gain access to their devices with phishing
attacks or elicit further personal information for use in committing identity theft or fraud.

276. As a direct and proximate result of the Data Breach, Plaintiff Copans has spent
substantial time and effort on, among other things: investigating and checking the accuracy of the
spam and phishing emails, texts, and phone calls she has received and continues to receive;
regularly changing passwords for sensitive accounts such as bank accounts; researching and
verifying the legitimacy of the Data Breach upon receiving the Notice Letter; monitoring her
financial accounts and credit reports for any indication of fraudulent activity on a daily basis; and
reviewing Dark Web notifications she receives.

277. Plaintiff Copans greatly values her privacy and her Private Information and takes
reasonable steps to maintain the confidentiality of her Private Information including, among other
things, maintaining strong passwords that she generates using Norton, regularly changing email
and bank passwords, using multi-factor authentication for sensitive accounts, regularly reviewing
financial and other important account activity, promptly investigating any alerts about login
attempts or suspicious activity, avoiding transactions with businesses she does not trust, using
credit monitoring services through Norton and Chase, storing important documents in a safe place,
and making sure that she has not shared her Social Security number publicly or directly to any
unknown or untrusted individuals or entities.

278. Despite these efforts, Plaintiff Copans is very concerned about fraud and identity
theft, as well as the consequences of such fraud and identity theft, resulting from the Data Breach.
Specifically, the Data Breach has caused Plaintiff Copans to experience stress and anxiety from
her Social Security number being found on the Dark Web and not knowing what type of fraudulent

activity or identity theft she could experience on any given day. Plaintiff Copans’s concerns over
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the Data Breach are compounded by the fact it involves private medical and health information,
which she is particularly sensitive to given her occupation as a Vice President of Medical Affairs
at a pharmaceutical company.

279. Plaintiff Copans anticipates spending additional considerable time and money on
an ongoing basis to try to mitigate and address harms caused by the Data Breach. Plaintiff Copans
will continue to be at present and continued increased risk of identity theft and fraud for years to
come.

280. Plaintiff Copans has a continuing interest in ensuring that her Private Information,
which remains in Progress and Welltok Bellwether Defendants’ possession, is protected and
safeguarded from future disclosure and/or data breaches.

281. As aresult of the Data Breach, Plaintiff Copans has already suffered—and is at an
increased risk of further suffering—injury and/or damages, including, but not limited to, the
unauthorized use of her stolen Private Information, heightened threat of identity theft and general
mitigation efforts spent on monitoring her credit and for identity theft; time and expenses spent
scrutinizing bank statements, credit card statements, and credit reports for fraudulent
transactions/conduct; time and expenses spent monitoring bank accounts for fraudulent activity;
loss in value of her personal data; lost property in the form of her compromised Private
Information; and injury to her privacy. Additionally, as a direct result of the Data Breach, Plaintiff
Copans now faces a substantial risk that unauthorized third parties will further misuse her Private
Information because (1) the Data Breach involved a single cybercriminal organization, CLOP,
specifically targeting Defendants’ systems; (2) the dataset of Private Information that CLOP
exfiltrated from Defendants’ systems has already been actually misused for fraudulent and/or

unauthorized conduct; and (3) the type of Private Information CLOP exfiltrated in the Data Breach
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is highly sensitive and can be misused for substantially injurious forms of identity and/or fraud,
such as fraudulently applying for and obtaining credit cards, loans, mortgages, bank accounts, or
other financial accounts in Plaintiff Copans’s name. As a result of the Data Breach, Plaintiff
Copans has (1) suffered, or is at an increased risk of suffering, unauthorized use of her stolen
Private Information such that she has suffered concrete injury; (2) suffered concrete injury in fact
based on the material risk of future misuse of her Private Information and concrete harm by
exposure to this risk; and (3) experienced separate concrete, present harm caused by her exposure
to the risk of future harm because she lost time that she spent taking protective measures that would
have otherwise been put to other productive use and lost opportunity costs associated with the time
and effort she expended addressing future consequences of the Data Breach.

282. Plaintiff Copans experienced all of the foregoing harm and injury as a direct result
of Progress and Welltok Bellwether Defendants’ actions and inactions that led to the Data Breach.
The monetary relief sought herein by Plaintiff Copans would compensate her for the foregoing
redressable injuries. Further, Plaintiff Copans seeks injunctive relief to redress the foregoing
injuries and harm, including, but not limited to, requiring Progress and Welltok Bellwether
Defendants to take steps to monitor for, protect, and/or prevent misuse of her Private Information
accessed by cybercriminals in the Data Breach, as well as enact adequate data privacy/security
practices.

4. Plaintiff Denise Meyer

283. Plaintiff Denise Meyer (“Plaintiff Meyer”) is a resident and citizen of the state of
California and resides in Auburn, California.

284. Plaintiff Meyer is a current patient at Sutter Health, which, according to Plaintiff
Meyer’s Notice Letter, contracted with Welltok to “operate[] a contact platform for Sutter Health
and received [Plaintiff Meyer’s] [Private Information] in connection with those services.”
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285.  Plaintiff Meyer received a Notice Letter by U.S. mail addressed to her directly from
Welltok, writing on behalf of Sutter Health, dated October 31, 2023. According to the Notice
Letter, Plaintiff Meyer’s Private Information was improperly accessed and obtained by
unauthorized third parties, which may have included her “name, date of birth, health insurance
information, provider name, treatment cost information, and treatment information or diagnosis.”

286. Plaintiff Meyer’s Notice Letter states that:

What Happened. On July 26, 2023, we were alerted to an earlier alleged
compromise of our MOVEIit Transfer server in connection with software
vulnerabilities made public by the developer of the MOVEIt Transfer tool. We had
previously installed all published patches and security upgrades immediately upon
such patches being made available by Progress Software, the maker of the MOVEit
Transfer tool and conducted an examination of our systems and networks using all
information available to determine the potential impact of the published
vulnerabilities’ presence on the MOVEIit Transfer server and the security of data
housed on the server and confirmed that there was no indication of any compromise
at that time.

Upon being alerted to the alleged issue, we moved quickly to launch an additional
investigation with the assistance of third-party cybersecurity specialists and using
additional information that had been discovered in the intervening period, to
determine the potential for a hidden presence of vulnerabilities” on the MOVE:it
Transfer server and the security of data housed on the server. After a full
reconstruction of our systems and historical data, our investigation determined on
August 11, 2023 that an unknown actor exploited software vulnerabilities, accessed
the MOVE:it Transfer server on May 30, 2023, and exfiltrated certain data from the
MOVEit Transfer server during that time. We subsequently undertook a time-
consuming and detailed reconstruction and review of the data stored on the server
at the time of this incident to understand the contents of that data and to whom that
data relates. Subsequently, we have learned that data related to you was present on
the impacted server at the time of the event.

287. At the time that Progress discovered the Data Breach—on or around May 31, 2023
—Welltok and Sutter Health were in possession or and/or had stored Plaintiff Meyer’s Private
Information but failed to protect it and, instead allowed cybercriminal to access it through the Data
Breach. As Plaintiff Meyer’s Notice Letter acknowledges, after a “review of the data stored on the

server at the time of this incident to understand the contents of that data and to whom that data
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relates[,]” Welltok “learned that data related to you was present on the impacted server at the time
of the event.”

288. Welltok and Sutter Health also failed to timely and adequately notify Plaintiff
Meyer about the Data Breach. Although the Notice Letter disclosed that Welltok had been “alerted
to an earlier alleged compromise of our MOVEit Transfer server in connection with software
vulnerabilities made public by the developer of the MOVEit Transfer tool,” on July 26, 2023, it
took Welltok and Sutter Health over three months to notify Plaintiff Meyer of the Data Breach’s
occurrence.

289. Inaddition to their substantial delay in notifying Plaintiff Meyer of the Data Breach,
Welltok and Sutter Health also put the burden on Plaintiff Meyer to prevent any further harm
resulting from the Data Breach by not disclosing the specific Private Information of Plaintiff
Meyer that was compromised or the specific actions taken by Welltok and Sutter Health in
response to the Data Breach.

290. Instead, Plaintiff Meyer’s Notice Letter simply identified categories of Plaintiff
Meyer’s Private Information that may or may not have been compromised by the Data Breach,
stating that, “[t]he following types of information may have been impacted: name, date of birth,
health insurance information, provider name, treatment cost information, and treatment
information or diagnosis.”

291. Plaintiff Meyer’s Notice Letter further stated vaguely that “we are reviewing and
enhancing our existing policies and procedures related to data privacy to reduce the likelihood of
a similar future event.” The Notice Letter also advised Plaintiff Meyer in general terms “to remain
vigilant against incidents of identity theft and fraud by regularly reviewing your account statements

and monitoring your free credit reports for suspicious activity and to detect errors.”
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292. To date, critical details of the root cause of the Data Breach, the vulnerabilities
exploited, and the remedial measures undertaken to ensure that such a breach does not occur again
have not been explained to Plaintiff Meyer who retains a vested interest in ensuring that her Private
Information remains protected.

293. This “disclosure” amounts to no real disclosure at all, as it fails to inform, with any
degree of specificity, Plaintiff Meyer of the Data Breach’s critical facts. Without these details,
Plaintiffs Meyer’s ability to mitigate the harms resulting from the Data Breach is severely
diminished.

294.  Plaintiff Meyer’s Private Information compromised in the Data Breach has already
been misused by cybercriminals for fraud and identity theft. For example, Plaintiff Meyer has
received notification about two separate attempts made to access her Apple account; one on
October 24, 2024 from Brazil and another earlier that same month from Sao Paula, saying that,
“Apple ID Sign In Requested by [Plaintiff Meyer’s email account]: Your Apple ID is being used
to sign in to a Macbook Pro Near Sao Paulo.” In addition, since the Data Breach, Plaintiff Meyer
had unrecognized withdrawals from her debit account as a result of unauthorized purchases made,
causing her to close that account. Plaintiff Meyer has also received telephone calls from an
unknown individual who acquired her name, date of birth, and telephone number, claiming that
her Private Information was found on the Dark Web and the only way for her to get it removed
was to provide the caller with additional personal and financial information, which Plaintiff Meyer
refused to provide. Further, Plaintiff Meyer had her GMAIL account hacked on or around August
2024, which resulted in her being locked out of the account.

295. Since the Data Breach, Plaintiff Meyer experienced other forms of spam and

phishing emails, texts, and phone calls on a daily basis. This misuse of her Private Information
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was caused, upon information and belief, by the fact that cybercriminals are able to easily use the
information compromised in the Data Breach to find more information about an individual, such
as their phone number or email address, from publicly available sources, including websites that
aggregate and associate personal information with the owner of such information. Criminals often
target data breach victims with spam emails, calls, and texts to gain access to their devices with
phishing attacks or elicit further personal information for use in committing identity theft or fraud.

296. As a direct and proximate result of the Data Breach, Plaintiff Meyer has spent
substantial time (approximately 100+ hours and counting) and effort on, among other things:
investigating and taking remedial actions to the fraudulent/suspicious instances of fraud and
identity theft identified above; contacting banks and/or credit card companies regarding
fraudulent/suspicious activity; investigating and checking the accuracy of the spam and phishing
emails, texts, and phone calls she has received and continues to receive on a daily basis;
researching and verifying the legitimacy of the Data Breach upon receiving the Notice Letter; and
monitoring her financial accounts for any indication of additional fraudulent activity on a daily
basis.

297. Plaintiff Meyer greatly values her privacy and her Private Information and takes
reasonable steps to maintain the confidentiality of her Private Information including, among other
things, maintaining strong passwords, regularly changing email and bank passwords, using multi-
factor authentication for sensitive accounts, regularly reviewing financial and other important
account activity, promptly investigating any alerts about login attempts or suspicious activity,
avoiding transactions with businesses she does not trust, storing important documents in a safe
place, and making sure that she has not shared her Social Security number publicly or directly to

any unknown or untrusted individuals or entities.
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298. Despite these efforts, Plaintiff Meyer is very concerned about fraud and identity
theft, as well as the consequences of such fraud and identity theft, resulting from the Data Breach.
Specifically, the Data Breach has caused Plaintiff Meyer to fear for her personal financial security
and suffer stress and anxiety from having to deal with daily spam and fraudulent activity.

299. The daily stress, fear, rage, anger, and time spent by Plaintiff Meyer as a result of
the Data Breach has caused and continues to cause Plaintiff Meyer to suffer sleep deprivation,
leading her to frequently stay awake until around 4am without sleep. This, in turn, has caused her
to suffer from a loss of energy and exhaustion the following day.

300. Plaintiff Meyer anticipates spending additional considerable time and money on an
ongoing basis to try to mitigate and address harms caused by the Data Breach, especially since she
continues to be harassed with spam and phishing attempts and fraudulent efforts to access her
Apple account. In addition, Plaintiff Meyer will continue to be at present and continued increased
risk of identity theft and fraud for years to come.

301. Plaintiff Meyer has a continuing interest in ensuring that her Private Information,
which remains in Progress and Welltok Bellwether Defendants’ possession, is protected and
safeguarded from future disclosure and/or data breaches.

302. As aresult of the Data Breach, Plaintiff Meyer has already suffered—and is at an
increased risk of further suffering—injury and/or damages, including, but not limited to, the
unauthorized use of her stolen Private Information, heightened threat of identity theft and general
mitigation efforts spent on monitoring her credit and for identity theft; time and expenses spent
scrutinizing bank statements, credit card statements, and credit reports for fraudulent
transactions/conduct; time and expenses spent monitoring bank accounts for fraudulent activity;

loss in value of her personal data; lost property in the form of her compromised Private
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Information; and injury to her privacy. Additionally, as a direct result of the Data Breach, Plaintiff
Meyer now faces a substantial risk that unauthorized third parties will further misuse her Private
Information because (1) the Data Breach involved a single cybercriminal organization, CLOP,
specifically targeting Defendants’ systems; (2) the dataset of Private Information that CLOP
exfiltrated from Defendants’ systems has already been actually misused for fraudulent and/or
unauthorized conduct; and (3) the type of Private Information CLOP exfiltrated in the Data Breach
is highly sensitive and can be misused for substantially injurious forms of identity and/or fraud,
such as fraudulently applying for and obtaining credit cards, loans, mortgages, bank accounts, or
other financial accounts in Plaintiff Meyer’s name. As a result of the Data Breach, Plaintiff Meyer
has (1) suffered, or is at an increased risk of suffering, unauthorized use of her stolen Private
Information such that she has suffered concrete injury; (2) suffered concrete injury in fact based
on the material risk of future misuse of her Private Information and concrete harm by exposure to
this risk; and (3) experienced separate concrete, present harm caused by her exposure to the risk
of future harm because she lost time that she spent taking protective measures that would have
otherwise been put to other productive use and lost opportunity costs associated with the time and
effort she expended addressing future consequences of the Data Breach.

303. Plaintiff Meyer experienced all of the foregoing harm and injury as a direct result
of Progress and Welltok Bellwether Defendants’ actions and inactions that led to the Data Breach.
The monetary relief sought herein by Plaintiff Meyer would compensate her for the foregoing
redressable injuries. Further, Plaintiff Meyer seeks injunctive relief to redress the foregoing
injuries and harm, including, but not limited to, requiring Progress and Welltok Bellwether

Defendants to take steps to monitor for, protect, and/or prevent misuse of her Private Information
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accessed by cybercriminals in the Data Breach, as well as enact adequate data privacy/security
practices.

5. Plaintiff Christopher Rehm

304.  Plaintiff Christopher Rehm (“Plaintiff Rehm”) is a resident and citizen of the state
of Illinois and resides in Bloomington, Illinois.

305. Plaintiff Rehm is a former patient at OSF, which, according to Plaintiff Rehm’s
Notice Letter, contracted with Welltok to “operate[] a contact platform for OSF Healthcare and
received [Plaintiff Rehm’s] [Private Information] in connection with those services.”

306. Plaintiff Rehm received a Notice Letter by U.S. mail addressed to him directly from
Welltok, writing on behalf of OSF, dated December 4, 2023. According to the Notice Letter,
Plaintiff Rehm’s Private Information was improperly accessed and obtained by unauthorized third
parties, which may have included his “name and Date of Birth, Treatment/Diagnosis.”

307. Plaintiff Rehm’s Notice Letter states that:

What Happened. On July 26, 2023, we were alerted to an earlier alleged
compromise of our MOVEit Transfer server in connection with software
vulnerabilities made public by the developer of the MOVEit Transfer tool. We had
previously installed all published patches and security upgrades immediately upon
such patches being made available by Progress Software, the maker of the MOVEit
Transfer tool and conducted an examination of our systems and networks using all
information available to determine the potential impact of the published
vulnerabilities’ presence on the MOVEit Transfer server and the security of data
housed on the server and confirmed that there was no indication of any compromise
at that time.

Upon being alerted to the alleged issue, we moved quickly to launch an additional
investigation with the assistance of third-party cybersecurity specialists and using
additional information that had been discovered in the intervening period, to
determine the potential for a hidden presence of vulnerabilities” on the MOVE:it
Transfer server and the security of data housed on the server. After a full
reconstruction of our systems and historical data, our investigation determined on
August 11, 2023 that an unknown actor exploited software vulnerabilities, accessed
the MOVEit Transfer server on May 30, 2023, and exfiltrated certain data from the
MOVEit Transfer server during that time. We subsequently undertook a time-
consuming and detailed reconstruction and review of the data stored on the server
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at the time of this incident to understand the contents of that data and to whom that

data relates. Subsequently, we have learned that data related to you was present on

the impacted server at the time of the event.

308. At the time that Progress discovered the Data Breach—on or around July 26, 2023
—Welltok and OSF were in possession or and/or had stored Plaintiff Rehm’s Private Information
but failed to protect it and, instead allowed cybercriminal to access it through the Data Breach. As
Plaintiff Rehm’s Notice Letter acknowledges, after a “review of the data stored on the server at
the time of this incident to understand the contents of that data and to whom that data relates[,]”
Welltok “learned that data related to you was present on the impacted server at the time of the
event.”

309. Welltok and OSF also failed to timely and adequately notify Plaintiff Rehm about
the Data Breach. Although the Notice Letter disclosed that Welltok had been “alerted to an earlier
alleged compromise of our MOVEit Transfer server in connection with software vulnerabilities
made public by the developer of the MOVEit Transfer tool,” on July 26, 2023, it took Welltok and
OSF over four months to notify Plaintiff Rehm of the Data Breach’s occurrence.

310. Inaddition to their substantial delay in notifying Plaintiff Rehm of the Data Breach,
Welltok and OSF also put the burden on Plaintiff Rehm to prevent any further harm resulting from
the Data Breach by not disclosing the specific Private Information of Plaintiff Rehm that was
compromised or the specific actions taken by Welltok and OSF in response to the Data Breach.

311. Instead, Plaintiff Rehm’s Notice Letter simply identified categories of Plaintiff
Rehm’s Private Information that may or may not have been compromised by the Data Breach,
stating that, “[t]he following types of information may have been impacted: name and Date of

Birth, Treatment/Diagnosis.”
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312. Plaintiff Rehm’s Notice Letter further stated vaguely that “we are reviewing and
enhancing our existing policies and procedures related to data privacy to reduce the likelihood of
a similar future event.” The Notice Letter also advised Plaintiff Rehm in general terms “to remain
vigilant against incidents of identity theft and fraud by regularly reviewing your account statements
and monitoring your free credit reports for suspicious activity and to detect errors.”

313. To date, critical details of the root cause of the Data Breach, the vulnerabilities
exploited, and the remedial measures undertaken to ensure that such a breach does not occur again
have not been explained to Plaintiff Rehm who retains a vested interest in ensuring that his Private
Information remains protected.

314. This “disclosure” amounts to no real disclosure at all, as it fails to inform, with any
degree of specificity, Plaintiff Rehm of the Data Breach’s critical facts. Without these details,
Plaintiffs Rehm’s ability to mitigate the harms resulting from the Data Breach is severely
diminished.

315. Plaintiff Rehm’s Private Information compromised in the Data Breach has already
been misused by cybercriminals for fraud and identity theft. Since the Data Breach, an unknown
person(s) gained access to his telephone number and used it to spoof his number and make
telephone calls to people on his contacts list, pretending to be Plaintiff Rehm. The spoofing caused
all calls from the unknown person(s) to appear on recipients’ caller ID as being from Plaintiff
Rehm’s telephone when in fact it was not. The unknown caller(s), pretending to be Plaintiff Rehm
pretending to call from his telephone number would attempt to scam and illicit money from
recipients. While Plaintiff Rehm is unaware of the precise number of people who have been called
through this scam, he was made aware of it from numerous such recipients who reported it to him,

most recently occurring in late September/early October 2024.
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316. As a direct and proximate result of the Data Breach, Plaintiff Rehm has spent
substantial time and effort on, among other things: investigating and checking the accuracy of the
spam and phishing emails, texts, and phone calls he has received and continues to receive;
regularly changing passwords for sensitive accounts such as bank accounts; researching and
verifying the legitimacy of the Data Breach upon receiving the Notice Letter; monitoring his
financial accounts for any indication of additional fraudulent activity on a daily basis; dealing with
the ongoing spoofing scam he experienced; and calling Welltok over a dozen times in connection
with the Data Breach.

317. Plaintiff Rehm greatly values his privacy and his Private Information and takes
reasonable steps to maintain the confidentiality of his Private Information including, among other
things, maintaining strong passwords that use the maximum character length and are generated by
a random password generator program, encrypting everything he can, regularly changing his email
and bank passwords, using multi-factor authentication whenever it is available, regularly
reviewing financial and other important account activity, promptly investigating any alerts about
login attempts or suspicious activity, avoiding transactions with businesses he does not trust,
storing important documents in a safe place, using a well-built shredder to shred important
documents, and making sure that he has not shared his social security number publicly or directly
to any unknown or untrusted individuals or entities.

318. Despite these efforts, Plaintiff Rehm is very concerned about fraud and identity
theft, as well as the consequences of such fraud and identity theft, resulting from the Data Breach.
Specifically, the Data Breach has caused Plaintiff Rehm to experience stress, anxiety, and fear,
particularly given that he does not what specific information of his was compromised in the Data

Breach and given that the spoofing issue he is encountering can result in his personal telephone
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number being reported as a spam number that will be automatically blocked by his friends, family,
and other contacts. Plaintiff Rehm has also suffered a loss of sleep from stressing over the Data
Breach and feelings of helplessness to prevent fraudulent activity and identity theft, including
continued spoofing of his telephone number and identity.

319. Plaintiff Rehm anticipates spending additional considerable time and money on an
ongoing basis to try to mitigate and address harm caused by the Data Breach. In addition, Plaintiff
Rehm will continue to be at present and continued increased risk of identity theft and fraud for
years to come.

320. Plaintiff Rehm has a continuing interest in ensuring that his Private Information,
which remains in Progress and Welltok Bellwether Defendants’ possession, is protected and
safeguarded from future disclosure and/or data breaches.

321. As aresult of the Data Breach, Plaintiff Rehm has already suffered—and is at an
increased risk of further suffering—injury and/or damages, including, but not limited to, the
unauthorized use of his stolen Private Information, heightened threat of identity theft and general
mitigation efforts spent on monitoring his credit and for identity theft; time and expenses spent
scrutinizing bank statements, credit card statements, and credit reports for fraudulent
transactions/conduct; time and expenses spent monitoring bank accounts for fraudulent activity;
loss in value of his personal data; lost property in the form of his compromised Private Information;
and injury to his privacy. Additionally, as a direct result of the Data Breach, Plaintiff Rehm now
faces a substantial risk that unauthorized third parties will further misuse his Private Information
because (1) the Data Breach involved a single cybercriminal organization, CLOP, specifically
targeting Defendants’ systems; (2) the dataset of Private Information that CLOP exfiltrated from

Defendants’ systems has already been actually misused for fraudulent and/or unauthorized
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conduct; and (3) the type of Private Information CLOP exfiltrated in the Data Breach is highly
sensitive and can be misused for substantially injurious forms of identity and/or fraud, such as
fraudulently applying for and obtaining credit cards, loans, mortgages, bank accounts, or other
financial accounts in Plaintiff Rehm’s name. As a result of the Data Breach, Plaintiff Rehm has
(1) suffered, or is at an increased risk of suffering, unauthorized use of his stolen Private
Information such that he has suffered concrete injury; (2) suffered concrete injury in fact based on
the material risk of future misuse of his Private Information and concrete harm by exposure to this
risk; and (3) experienced separate concrete, present harm caused by his exposure to the risk of
future harm because his lost time that he spent taking protective measures that would have
otherwise been put to other productive use and lost opportunity costs associated with the time and
effort his expended addressing future consequences of the Data Breach.

322. Plaintiff Rehm experienced all of the foregoing harm and injury as a direct result
of Progress and Welltok Bellwether Defendants’ actions and inactions that led to the Data Breach.
The monetary relief sought herein by Plaintiff Rehm would compensate him for the foregoing
redressable injuries. Further, Plaintiff Rehm seeks injunctive relief to redress the foregoing injuries
and harm, including, but not limited to, requiring Progress and Welltok Bellwether Defendants to
take steps to monitor for, protect, and/or prevent misuse of his Private Information accessed by
cybercriminals in the Data Breach, as well as enact adequate data privacy/security practices.

6. Plaintiff Sherrie Rodda

323. Plaintiff Sherrie Rodda (‘“Plaintiff Rodda”) is a resident and citizen of the state of
Texas and resides in McKinney, Texas.

324. Plaintiff Rodda is a current patient at Baylor Scott, which, according to Plaintiff
Rodda’s Notice Letter, contracted with Welltok to “operate[] an online contract-management
platform that enables its healthcare clients, including Baylor Scott & White Health, to provide
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patients and members with important notices and communications, and received your information
in connection with these services.”

325.  Plaintiff Rodda received a Notice Letter by U.S. mail addressed to her directly from
Welltok, writing on behalf of Baylor Scott, dated January 9, 2024. According to the Notice Letter,
Plaintiff Rodda’s Private Information was improperly accessed and obtained by unauthorized third
parties, which may have included her “name and Social Security number, date of birth, health
insurance information, MRN/patient id, provider name, treatment cost information, and treatment
information/diagnosis.”

326. Plaintiff Rodda’s Notice Letter states that:

What Happened. On July 26, 2023, we were alerted to an earlier alleged
compromise of our MOVEIit Transfer server in connection with software
vulnerabilities made public by the developer of the MOVEIt Transfer tool. We had
previously installed all published patches and security upgrades immediately upon
such patches being made available by Progress Software, the maker of the MOVEit
Transfer tool and conducted an examination of our systems and networks using all
information available to determine the potential impact of the published
vulnerabilities’ presence on the MOVEit Transfer server and the security of data
housed on the server and confirmed that there was no indication of any compromise
at that time.

Upon being alerted to the alleged issue, we moved quickly to launch an additional
investigation with the assistance of third-party cybersecurity specialists and using
additional information that had been discovered in the intervening period, to
determine the potential for a hidden presence of vulnerabilities” on the MOVE:it
Transfer server and the security of data housed on the server. After a full
reconstruction of our systems and historical data, our investigation determined on
August 11, 2023 that an unknown actor exploited software vulnerabilities, accessed
the MOVE:it Transfer server on May 30, 2023, and exfiltrated certain data from the
MOVEit Transfer server during that time. We subsequently undertook a time-
consuming and detailed reconstruction and review of the data stored on the server
at the time of this incident to understand the contents of that data and to whom that
data relates. Subsequently, we have learned that data related to you was present on
the impacted server at the time of the event.

327.  Atthe time that Progress discovered the Data Breach—on or around May 31, 2023

—Welltok and Baylor Scott were in possession and/or had stored Plaintiff Rodda’s Private
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Information but failed to protect it and, instead allowed cybercriminal to access it through the Data
Breach. As Plaintiff Rodda’s Notice Letter acknowledges, after a “review of the data stored on the
server at the time of this incident to understand the contents of that data and to whom that data
relates[,]” Welltok “learned that data related to you was present on the impacted server at the time
of the event.”

328. Welltok and Baylor Scott also failed to timely and adequately notify Plaintiff Rodda
about the Data Breach. Although the Notice Letter disclosed that Welltok had been “alerted to an
earlier alleged compromise of our MOVEIt Transfer server in connection with software
vulnerabilities made public by the developer of the MOVEit Transfer tool,” on July 26, 2023, it
took Welltok six months to notify Plaintiff Rodda of the Data Breach’s occurrence.

329. Inaddition to their substantial delay in notifying Plaintiff Rodda of the Data Breach,
Welltok and Baylor Scott also put the burden on Plaintiff Rodda to prevent any further harm
resulting from the Data Breach by not disclosing the specific Private Information of Plaintiff
Rodda that was compromised or the specific actions taken by Welltok and Baylor Scott in response
to the Data Breach.

330. Instead, Plaintiff Rodda’s Notice Letter simply identified categories of Plaintiff
Rodda’s Private Information that may or may not have been compromised by the Data Breach,
stating that, “[t]he following types of information may have been impacted: “name and Social
Security number, date of birth, health insurance information, MRN/patient id, provider name,
treatment cost information, and treatment information/diagnosis.”

331. Plaintiff Rodda’s Notice Letter further stated vaguely that “we are reviewing and
enhancing our existing policies and procedures related to data privacy to reduce the likelihood of

a similar future event.” The Notice Letter also advised Plaintiff Rodda in general terms “to remain
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vigilant against incidents of identity theft and fraud by regularly reviewing your account statements
and monitoring your free credit reports for suspicious activity and to detect errors.”

332. To date, critical details of the root cause of the Data Breach, the vulnerabilities
exploited, and the remedial measures undertaken to ensure that such a breach does not occur again
have not been explained to Plaintiff Rodda who retains a vested interest in ensuring that her Private
Information remains protected.

333.  This “disclosure” amounts to no real disclosure at all, as it fails to inform, with any
degree of specificity, Plaintiff Rodda of the Data Breach’s critical facts. Without these details,
Plaintiffs Rodda’s ability to mitigate the harms resulting from the Data Breach is severely
diminished.

334. Plaintiff Rodda’s Private Information compromised in the Data Breach has already
been misused by cybercriminals for fraud and identity theft. On or around September 23, 2024, a
fraudulent charge was made on Plaintiff Rodda’s Citibank card by an unknown person in the
amount of approximately $50, causing Plaintiff Rodda to call her bank to cancel the card and close
the account and to remove that card from all autopay accounts she had used it for.

335. In addition, since the Data Breach, Plaintiff Rodda received several dozen
notifications from ProtectMyID, Chase Credit Journey and Experian, reporting that her Private
Information had been found on the Dark Web, including specifically her Social Security number
and email. Plaintiff Rodda receives approximately five to six new Dark Web notifications each
month.

336. Further, since the Data Breach, Plaintiff Rodda has experienced other forms of
spam and phishing emails, texts, and phone calls on a daily basis. This misuse of her Private

Information was caused, upon information and belief, by the fact that cybercriminals are able to
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easily use the information compromised in the Data Breach to find more information about an
individual, such as their phone number or email address, from publicly available sources, including
websites that aggregate and associate personal information with the owner of such information.
Criminals often target data breach victims with spam emails, calls, and texts to gain access to their
devices with phishing attacks or elicit further personal information for use in committing identity
theft or fraud.

337. As a direct and proximate result of the Data Breach, Plaintiff Rodda has spent
substantial time (approximately 5-10 hours each week since the Data Breach) and effort on, among
other things: constantly checking credit reports, bank accounts, and credit card statements;
reviewing and investigating her frequent Dark Web notifications; investigating and taking
remedial actions to the authorized credit card purchase and account closure identified above;
contacting banks and/or credit card companies regarding fraudulent/suspicious activity;
investigating and checking the accuracy of the spam and phishing emails, texts, and phone calls
she has received; and researching and verifying the legitimacy of the Data Breach upon receiving
the Notice Letter.

338. Plaintiff Rodda greatly values her privacy and her Private Information and takes
reasonable steps to maintain the confidentiality of her Private Information including, among other
things, maintaining strong passwords, using multi-factor authentication for sensitive accounts,
regularly reviewing financial and other important account activity, promptly investigating any
alerts about login attempts or suspicious activity, avoiding transactions with businesses she does
not trust, storing important documents in a safe place, shredding or destroying sensitive
documents, and making sure that she has not shared her Social Security number publicly or directly

to any unknown or untrusted individuals or entities.
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339. Despite these efforts, Plaintiff Rodda is very concerned about fraud and identity
theft, as well as the consequences of such fraud and identity theft, resulting from the Data Breach.
Specifically, the Data Breach has caused Plaintiff Rodda to fear for her personal financial security
and suffer stress and anxiety from knowing through repeated Dark Web notifications that her
Social Security number was found on the Dark Web while, at the same time, not knowing if/when
she will experience fraudulent activity and/or identity theft as a result.

340. As a result of the Data Breach, Plaintiff Rodda also suffers from sleep disruption
each time she receives one of the five to six Dark Web notifications she receives every month.

341. Plaintiff Rodda anticipates spending additional considerable time and money on an
ongoing basis to try to mitigate and address harms caused by the Data Breach, especially since she
continues to be harassed with spam and phishing attempts and Dark Web notifications. In addition,
Plaintiff Rodda will continue to be at present and continued increased risk of identity theft and
fraud for years to come.

342. Plaintiff Rodda has a continuing interest in ensuring that her Private Information,
which remains in Progress and Welltok Bellwether Defendants’ possession, is protected and
safeguarded from future disclosure and/or data breaches.

343. As aresult of the Data Breach, Plaintiff Rodda has already suffered—and is at an
increased risk of further suffering—injury and/or damages, including, but not limited to, the
unauthorized use of her stolen Private Information, heightened threat of identity theft and general
mitigation efforts spent on monitoring her credit and for identity theft; time and expenses spent
scrutinizing bank statements, credit card statements, and credit reports for fraudulent
transactions/conduct; time and expenses spent monitoring bank accounts for fraudulent activity;

loss in value of her personal data; lost property in the form of her compromised Private
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Information; and injury to her privacy. Additionally, as a direct result of the Data Breach, Plaintiff
Rodda now faces a substantial risk that unauthorized third parties will further misuse her Private
Information because (1) the Data Breach involved a single cybercriminal organization, CLOP,
specifically targeting Defendants’ systems; (2) the dataset of Private Information that CLOP
exfiltrated from Defendants’ systems has already been actually misused for fraudulent and/or
unauthorized conduct; and (3) the type of Private Information CLOP exfiltrated in the Data Breach
is highly sensitive and can be misused for substantially injurious forms of identity and/or fraud,
such as fraudulently applying for and obtaining credit cards, loans, mortgages, bank accounts, or
other financial accounts in Plaintiff Rodda’s name. As a result of the Data Breach, Plaintiff Rodda
has (1) suffered, or is at an increased risk of suffering, unauthorized use of her stolen Private
Information such that she has suffered concrete injury; (2) suffered concrete injury in fact based
on the material risk of future misuse of her Private Information and concrete harm by exposure to
this risk; and (3) experienced separate concrete, present harm caused by her exposure to the risk
of future harm because she lost time that she spent taking protective measures that would have
otherwise been put to other productive use and lost opportunity costs associated with the time and
effort she expended addressing future consequences of the Data Breach.

344. Plaintiff Rodda experienced all of the foregoing harm and injury as a direct result
of Progress and Welltok Bellwether Defendants’ actions and inactions that led to the Data Breach.
The monetary relief sought herein by Plaintiff Rodda would compensate her for the foregoing
redressable injuries. Further, Plaintiff Rodda seeks injunctive relief to redress the foregoing
injuries and harm, including, but not limited to, requiring Progress and Welltok Bellwether

Defendants to take steps to monitor for, protect, and/or prevent misuse of her Private Information
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accessed by cybercriminals in the Data Breach, as well as enact adequate data privacy/security
practices.
7. Plaintiff Laquesha George

345.  Plaintiff Laquesha George (“Plaintiff George”) is a resident and citizen of the state
of Nebraska and resides in Omaha, Nebraska.

346. Plaintiff George is a current patient at CHI, which, according to Plaintiff George’s
Notice Letter, contracted with Welltok to “operate[] an online contract-management platform that
enables healthcare clients to provide patients and members with important notices and
communications for CHI Health - NE and received your information in connection with these
services.”

347. Plaintiff George received a Notice Letter by U.S. mail addressed to her directly
from Welltok, writing on behalf of CHI, dated December 1, 2023. According to the Notice Letter,
Plaintiff George’s Private Information was improperly accessed and obtained by unauthorized
third parties, which may have included her “name and [sic] name, address, date of birth, some
clinical information, patient ID, and health insurance information.”

348. Plaintiff George’s Notice Letter states that:

What Happened. On July 26, 2023, we were alerted to an earlier alleged

compromise of our MOVEit Transfer server in connection with software

vulnerabilities made public by the developer of the MOVEit Transfer tool. We had
previously installed all published patches and security upgrades immediately upon

such patches being made available by Progress Software, the maker of the MOVEit

Transfer tool and conducted an examination of our systems and networks using all

information available to determine the potential impact of the published

vulnerabilities’ presence on the MOVEit Transfer server and the security of data
housed on the server and confirmed that there was no indication of any compromise

at that time.

Upon being alerted to the alleged issue, we moved quickly to launch an additional

investigation with the assistance of third-party cybersecurity specialists and using

additional information that had been discovered in the intervening period, to

determine the potential for a hidden presence of vulnerabilities” on the MOVE:it
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Transfer server and the security of data housed on the server. After a full

reconstruction of our systems and historical data, our investigation determined on

August 11, 2023 that an unknown actor exploited software vulnerabilities, accessed

the MOVEit Transfer server on May 30, 2023, and exfiltrated certain data from the

MOVEit Transfer server during that time. We subsequently undertook a time-

consuming and detailed reconstruction and review of the data stored on the server

at the time of this incident to understand the contents of that data and to whom that

data relates. Subsequently, we have learned that data related to you was present on

the impacted server at the time of the event.

349. At the time that Progress discovered the Data Breach—on or around May 31, 2023
—Welltok and CHI were in possession or and/or had stored Plaintiff George’s Private Information
but failed to protect it and, instead allowed cybercriminal to access it through the Data Breach. As
Plaintiff George’s Notice Letter acknowledges, after a “review of the data stored on the server at
the time of this incident to understand the contents of that data and to whom that data relates[,]”
Welltok “learned that data related to you was present on the impacted server at the time of the
event.”

350. Welltok and CHI also failed to timely and adequately notify Plaintiff George about
the Data Breach. Although the Notice Letter disclosed that Welltok had been “alerted to an earlier
alleged compromise of our MOVEit Transfer server in connection with software vulnerabilities
made public by the developer of the MOVEit Transfer tool,” on July 26, 2023, it took Welltok and
CHI over four months to notify Plaintiff George of the Data Breach’s occurrence.

351. In addition to their substantial delay in notifying Plaintiff George of the Data
Breach, Welltok and CHI also put the burden on Plaintiff George to prevent any further harm
resulting from the Data Breach by not disclosing the specific Private Information of Plaintiff

George that was compromised or the specific actions taken by Welltok and CHI in response to the

Data Breach.
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352. Instead, Plaintiff George’s Notice Letter simply identified categories of Plaintiff
George’s Private Information that may or may not have been compromised by the Data Breach,
stating that, “[t]he following types of information may have been impacted: name and [sic] name,
address, date of birth, some clinical information, patient ID, and health insurance information.”

353. Plaintiff George’s Notice Letter further stated vaguely that “we are reviewing and
enhancing our existing policies and procedures related to data privacy to reduce the likelihood of
a similar future event.” The Notice Letter also advised Plaintiff George in general terms “to remain
vigilant against incidents of identity theft and fraud by regularly reviewing your account statements
and monitoring your free credit reports for suspicious activity and to detect errors.”

354. To date, critical details of the root cause of the Data Breach, the vulnerabilities
exploited, and the remedial measures undertaken to ensure that such a breach does not occur again
have not been explained to Plaintiff George who retains a vested interest in ensuring that her
Private Information remains protected.

355. This “disclosure” amounts to no real disclosure at all, as it fails to inform, with any
degree of specificity, Plaintiff George of the Data Breach’s critical facts. Without these details,
Plaintiff George’s ability to mitigate the harms resulting from the Data Breach is severely
diminished.

356. Plaintiff George’s Private Information compromised in the Data Breach has already
been misused by cybercriminals for fraud and identity theft. Since the Data Breach, Plaintiff
George started receiving repeated telephone calls and voicemail messages from an unknown
person(s) calling from an unknown phone number demanding that Plaintiff George confirm her
identity by proving her Private Information. These calls and voicemail have recently become more

threatening in nature, as the caller has threatened to physically come to Plaintiff George’s home if
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she does not provide her Private Information to him over the phone. These calls have continued
into October 2024.

357. Inaddition, since the Data Breach, Plaintiff George has experienced other forms of
spam and phishing emails, texts, and phone calls on a daily basis. This misuse of her Private
Information was caused, upon information and belief, by the fact that cybercriminals are able to
easily use the information compromised in the Data Breach to find more information about an
individual, such as their phone number or email address, from publicly available sources, including
websites that aggregate and associate personal information with the owner of such information.
Criminals often target data breach victims with spam emails, calls, and texts to gain access to their
devices with phishing attacks or elicit further personal information for use in committing identity
theft or fraud.

358. As a direct and proximate result of the Data Breach, Plaintiff George has spent
substantial time and effort on, among other things: investigating and handling the frequent spam
and phishing calls and voicemails she receives and the threats made in connection with those calls;
checking the accuracy of other spam and phishing emails, texts, and phone calls she receives;
checking credit reports, bank accounts, and credit card statements; and investigating and
researching and verifying the legitimacy of the Data Breach upon receiving the Notice Letter.

359. Plaintiff George greatly values her privacy and her Private Information and takes
reasonable steps to maintain the confidentiality of her Private Information including, among other
things, maintaining strong passwords, using multi-factor authentication for sensitive accounts,
regularly reviewing financial and other important account activity, promptly investigating any
alerts about login attempts or suspicious activity, avoiding transactions with businesses she does

not trust, storing important documents in a safe place, shredding sensitive documents, and making
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sure that she has not shared her Social Security number publicly or directly to any unknown or
untrusted individuals or entities.

360. Despite these efforts, Plaintiff George is very concerned about fraud and identity
theft, as well as the consequences of such fraud and identity theft, resulting from the Data Breach.
Specifically, the Data Breach has caused Plaintiff George to fear for her personal financial security
and the personal safety of her and her family due to the harassing and threatening phishing calls
she receives demanding that she provides her Private Information. Plaintiff George has also
suffered a frequent sleep disruption from late night checking bank and credit card statements for
fraudulent activity and dealing with late night spam calls she receives. Plaintiff George further
fears that someone will use her Private Information or steal her identity since her private
Information was compromised. The Data Breach has caused Plaintiff George daily stress, anxiety,
anger, and fear.

361. Plaintiff George anticipates spending additional considerable time and money on
an ongoing basis to try to mitigate and address harms caused by the Data Breach, especially since
she continues to be harassed with spam and phishing attempts. In addition, Plaintiff George will
continue to be at present and continued increased risk of identity theft and fraud for years to come.

362. Plaintiff George has a continuing interest in ensuring that her Private Information,
which remains in Progress and Welltok Bellwether Defendants’ possession, is protected and
safeguarded from future disclosure and/or data breaches.

363. As aresult of the Data Breach, Plaintiff George has already suffered—and is at an
increased risk of further suffering—injury and/or damages, including, but not limited to, the
unauthorized use of her stolen Private Information, heightened threat of identity theft and general

mitigation efforts spent on monitoring her credit and for identity theft; time and expenses spent
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scrutinizing bank statements, credit card statements, and credit reports for fraudulent
transactions/conduct; time and expenses spent monitoring bank accounts for fraudulent activity;
loss in value of her personal data; lost property in the form of her compromised Private
Information; and injury to her privacy. Additionally, as a direct result of the Data Breach, Plaintiff
George now faces a substantial risk that unauthorized third parties will further misuse her Private
Information because (1) the Data Breach involved a single cybercriminal organization, CLOP,
specifically targeting Defendants’ systems; (2) the dataset of Private Information that CLOP
exfiltrated from Defendants’ systems has already been actually misused for fraudulent and/or
unauthorized conduct; and (3) the type of Private Information CLOP exfiltrated in the Data Breach
is highly sensitive and can be misused for substantially injurious forms of identity and/or fraud,
such as fraudulently applying for and obtaining credit cards, loans, mortgages, bank accounts, or
other financial accounts in Plaintiff George’s name. As a result of the Data Breach, Plaintiff
George has (1) suffered, or is at an increased risk of suffering, unauthorized use of her stolen
Private Information such that she has suffered concrete injury; (2) suffered concrete injury in fact
based on the material risk of future misuse of her Private Information and concrete harm by
exposure to this risk; and (3) experienced separate concrete, present harm caused by her exposure
to the risk of future harm because she lost time that she spent taking protective measures that would
have otherwise been put to other productive use and lost opportunity costs associated with the time
and effort she expended addressing future consequences of the Data Breach.

364. Plaintiff George experienced all of the foregoing harm and injury as a direct result
of Progress and Welltok Bellwether Defendants’ actions and inactions that led to the Data Breach.
The monetary relief sought herein by Plaintiff George would compensate her for the foregoing

redressable injuries. Further, Plaintiff George seeks injunctive relief to redress the foregoing
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injuries and harm, including, but not limited to, requiring Progress and Welltok Bellwether
Defendants to take steps to monitor for, protect, and/or prevent misuse of her Private Information
accessed by cybercriminals in the Data Breach, as well as enact adequate data privacy/security
practices.

8. Plaintiff Megan McClendon

365. Plaintiff Megan McClendon (“Plaintiff McClendon”) is a resident and citizen of the
state of Washington and resides in Lakewood, Washington.

366. Plaintiff McClendon is a current patient at Virginia Mason, which, according to
Plaintiff McClendon’s Notice Letter, contracted with Welltok to “operate[] an online contract-
management platform that enables healthcare clients to provide patients and members with
important notices and communications for Virginia Mason Franciscan Health and received your
information in connection with these services.”

367. Plaintiff McClendon received a Notice Letter by U.S. mail addressed to her directly
from Welltok, writing on behalf of Virginia Mason, dated December 1, 2023. According to the
Notice Letter, Plaintiff McClendon’s Private Information was improperly accessed and obtained
by unauthorized third parties, which may have included her “name, address, date of birth, some
clinical information, patient ID, and health insurance information.”

368. Plaintiff McClendon’s Notice Letter states that:

What Happened. On July 26, 2023, we were alerted to an earlier alleged

compromise of our MOVEit Transfer server in connection with software

vulnerabilities made public by the developer of the MOVEit Transfer tool. We had
previously installed all published patches and security upgrades immediately upon

such patches being made available by Progress Software, the maker of the MOVEit

Transfer tool and conducted an examination of our systems and networks using all

information available to determine the potential impact of the published

vulnerabilities’ presence on the MOVEit Transfer server and the security of data

housed on the server and confirmed that there was no indication of any compromise
at that time.
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Upon being alerted to the alleged issue, we moved quickly to launch an additional

investigation with the assistance of third-party cybersecurity specialists and using

additional information that had been discovered in the intervening period, to
determine the potential for a hidden presence of vulnerabilities” on the MOVE:it

Transfer server and the security of data housed on the server. After a full

reconstruction of our systems and historical data, our investigation determined on

August 11, 2023 that an unknown actor exploited software vulnerabilities, accessed

the MOVEit Transfer server on May 30, 2023, and exfiltrated certain data from the

MOVEit Transfer server during that time. We subsequently undertook a time-

consuming and detailed reconstruction and review of the data stored on the server

at the time of this incident to understand the contents of that data and to whom that

data relates. Subsequently, we have learned that data related to you was present on

the impacted server at the time of the event.

369. At the time that Progress discovered the Data Breach—on or around May 31, 2023
—Welltok and Virginia Mason were in possession and/or had stored Plaintiff McClendon’s Private
Information but failed to protect it and, instead allowed cybercriminal to access it through the Data
Breach. As Plaintiff McClendon’s Notice Letter acknowledges, after a “review of the data stored
on the server at the time of this incident to understand the contents of that data and to whom that
data relates[,]” Welltok “learned that data related to you was present on the impacted server at the
time of the event.”

370. Welltok and Virginia Mason also failed to timely and adequately notify Plaintiff
McClendon about the Data Breach. Although the Notice Letter disclosed that Welltok had been
“alerted to an earlier alleged compromise of our MOVEit Transfer server in connection with
software vulnerabilities made public by the developer of the MOVEit Transfer tool,” on July 26,
2023, it took Welltok and Virginia Mason over four months to notify Plaintiff McClendon of the
Data Breach’s occurrence.

371. In addition to their substantial delay in notifying Plaintiff McClendon of the Data

Breach, Welltok and Virginia Mason also put the burden on Plaintiff McClendon to prevent any

further harm resulting from the Data Breach by not disclosing the specific Private Information of
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Plaintiff McClendon that was compromised or the specific actions taken by Welltok and Virginia
Mason in response to the Data Breach.

372. Instead, Plaintiff McClendon’s Notice Letter simply identified categories of
Plaintiff McClendon’s Private Information that may or may not have been compromised by the
Data Breach, stating that, “[t]he following types of information may have been impacted: name,
address, date of birth, some clinical information, patient ID, and health insurance information.”

373.  Plaintiff McClendon’s Notice Letter further stated vaguely that “we are reviewing
and enhancing our existing policies and procedures related to data privacy to reduce the likelihood
of a similar future event.” The Notice Letter also advised Plaintiff McClendon in general terms “to
remain vigilant against incidents of identity theft and fraud by regularly reviewing your account
statements and monitoring your free credit reports for suspicious activity and to detect errors.”

374. To date, critical details of the root cause of the Data Breach, the vulnerabilities
exploited, and the remedial measures undertaken to ensure that such a breach does not occur again
have not been explained to Plaintiff McClendon who retains a vested interest in ensuring that her
Private Information remains protected.

375.  This “disclosure” amounts to no real disclosure at all, as it fails to inform, with any
degree of specificity, Plaintiff McClendon of the Data Breach’s critical facts. Without these details,
Plaintiffs McClendon’s ability to mitigate the harms resulting from the Data Breach is severely
diminished.

376. Plaintiff McClendon’s Private Information compromised in the Data Breach has
already been circulated on the Dark Web. Indeed, Plaintiff McClendon has received several
notifications from IDNotify in 2024, most recently on September 23, 2024, reporting that her

Private Information was found on the Dark Web.
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377. In addition, since the Data Breach, Plaintiff McClendon has experienced other
forms of spam and phishing emails, texts, and phone calls on a daily basis. This misuse of her
Private Information was caused, upon information and belief, by the fact that cybercriminals are
able to easily use the information compromised in the Data Breach to find more information about
an individual, such as their phone number or email address, from publicly available sources,
including websites that aggregate and associate personal information with the owner of such
information. Criminals often target data breach victims with spam emails, calls, and texts to gain
access to their devices with phishing attacks or elicit further personal information for use in
committing identity theft or fraud.

378.  As aresult of the Data Breach, Plaintiff McClendon pays $100 annually in out-of-
pocket costs for credit monitoring services with IDNotify.

379. Asadirect and proximate result of the Data Breach, Plaintiff McClendon has spent
substantial time and effort on, among other things: investigating and handling the frequent spam
and phishing emails, texts, and calls she receives; checking credit reports, bank accounts, and
credit card statements; and investigating, researching, and verifying the legitimacy of the Data
Breach upon receiving the Notice Letter.

380. Plaintiff McClendon greatly values her privacy and her Private Information and
takes reasonable steps to maintain the confidentiality of her Private Information including, among
other things, using credit monitoring services for which she pays an annual fee, maintaining strong
passwords and not using the same password for more than one account, using multi-factor
authentication for sensitive accounts, regularly reviewing financial and other important account
activity, promptly investigating any alerts about login attempts or suspicious activity, avoiding

transactions with businesses she does not trust, storing important documents in a safe place,
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keeping important/sensitive documents locked up for safe keeping, and making sure that she has
not shared her Social Security number publicly or directly to any unknown or untrusted individuals
or entities.

381. Despite these efforts, Plaintiff McClendon is very concerned about fraud and
identity theft, as well as the consequences of such fraud and identity theft, resulting from the Data
Breach. Specifically, she suffers daily stress and anxiety and fears what Private Information of
hers is on the Dark Web and how it might be used to engage in fraudulent activity and identity
theft and to damage her credit. Plaintiff McClendon is angry over Welltok and Virginia Mason not
adequately safeguarding her Private Information. In addition, Plaintiff McClendon has suffered
from sleep disruption and frequent nightmares from stressing over what Private Information of
hers is in the hands of criminals and what they could do with that Private Information. This stress,
anxiety, and sleep disruption has recently caused Plaintiff McClendon to experience stress-related
hair loss.

382. Plaintiff McClendon anticipates spending additional considerable time and money
on an ongoing basis to try to mitigate and address harms caused by the Data Breach. In addition,
Plaintiff McClendon will continue to be at present and continued increased risk of identity theft
and fraud for years to come.

383. Plaintiff McClendon has a continuing interest in ensuring that her Private
Information, which remains in Progress and Welltok Bellwether Defendants’ possession, is
protected and safeguarded from future disclosure and/or data breaches.

384. As a result of the Data Breach, Plaintiff McClendon has already suffered—and is
at an increased risk of further suffering—injury and/or damages, including, but not limited to, the

unauthorized use of her stolen Private Information, heightened threat of identity theft and general
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mitigation efforts spent on monitoring her credit and for identity theft; time and expenses spent
scrutinizing bank statements, credit card statements, and credit reports for fraudulent
transactions/conduct; time and expenses spent monitoring bank accounts for fraudulent activity;
loss in value of her personal data; lost property in the form of her compromised Private
Information; and injury to her privacy. Additionally, as a direct result of the Data Breach, Plaintiff
McClendon now faces a substantial risk that unauthorized third parties will further misuse her
Private Information because (1) the Data Breach involved a single cybercriminal organization,
CLOP, specifically targeting Defendants’ systems; (2) the dataset of Private Information that CLOP
exfiltrated from Defendants’ systems has already been actually misused for fraudulent and/or
unauthorized conduct; and (3) the type of Private Information CLOP exfiltrated in the Data Breach
is highly sensitive and can be misused for substantially injurious forms of identity and/or fraud,
such as fraudulently applying for and obtaining credit cards, loans, mortgages, bank accounts, or
other financial accounts in Plaintiff McClendon’s name. As a result of the Data Breach, Plaintiff
McClendon has (1) suffered, or is at an increased risk of suffering, unauthorized use of her stolen
Private Information such that she has suffered concrete injury; (2) suffered concrete injury in fact
based on the material risk of future misuse of her Private Information and concrete harm by
exposure to this risk; and (3) experienced separate concrete, present harm caused by her exposure
to the risk of future harm because she lost time that she spent taking protective measures that would
have otherwise been put to other productive use and lost opportunity costs associated with the time
and effort she expended addressing future consequences of the Data Breach.

385.  Plaintiff McClendon experienced all of the foregoing harm and injury as a direct
result of Progress and Welltok Bellwether Defendants’ actions and inactions that led to the Data

Breach. TPhe monetary relief sought herein by Plaintiff McClendon would compensate her for the
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foregoing redressable injuries. Further, Plaintiff McClendon seeks injunctive relief to redress the
foregoing injuries and harm, including, but not limited to, requiring Progress and Welltok
Bellwether Defendants to take steps to monitor for, protect, and/or prevent misuse of her Private
Information accessed by cybercriminals in the Data Breach, as well as enact adequate data
privacy/security practices.

C. Delta Dental Bellwether Plaintiffs
1. Karen Boginski

386. Plaintiff Karen Boginski is, and at all times mentioned herein was, an individual
citizen of the State of Connecticut, residing in Stamford, Connecticut.

387.  Plaintiff is a current customer of DDIC and was a customer at the time of the Data
Breach. Plaintiff receives Delta Dental insurance through her spouse’s employer.

388. Plaintiff Boginski provided her Private Information to Delta Dental Bellwether
Defendants as a condition of receiving dental insurance.

389. Plaintiff Boginski had the reasonable expectation and understanding that Delta
Dental Bellwether Defendants would take—at minimum—industry standard precautions to
protect, maintain, and safeguard that highly sensitive information from unauthorized users or
disclosure, and would timely notify her of any data security incidents. Plaintiff would not have
entrusted her Private Information to Delta Dental Bellwether Defendants had she known that Delta
Dental Bellwether Defendants would not take reasonable steps to safeguard her information.

390. Plaintiff Boginski received a letter from “Delta Dental of California and affiliates”
(referred to in the Notice Letter as “Company”) dated January 19, 2024 concerning the Data
Breach. The letter explained that cybercriminals exploited a security vulnerability in the systems

of one of Delta Dental of California and affiliates’ third-party vendors, Progress. As a result,
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unauthorized individuals accessed or obtained data stored on the platform, including the Plaintiff's
information. The letter further states the following:

What Happened?

Progress Software announced a previously unknown vulnerability within their
widely used MOVEit file-transfer software program. This vulnerability led to a
global data security incident that is reported to have impacted many organizations,
including corporations, government agencies, insurance providers, pension funds,
financial institutions, state education systems and more. On June 1, 2023, the
Company learned unauthorized actors exploited a vulnerability affecting the
MOVEit file transfer software application. Immediately after being alerted of the
incident, we launched a thorough investigation and took steps to contain and
remediate the incident. We stopped access to the MOVEit software, removed the
malicious files, conducted a thorough analysis of the MOVEit database, applied
the recommended patches, and reset administrative passwords to the MOVEit
system. We also enhanced unauthorized access monitoring related to MOVEit
Transfer file access, malicious activity, and ransomware activity. On July 6, 2023,
our investigation confirmed that the Company information on the MOVEit
platform had been accessed and acquired without authorization between May 27,
2023 and May 30, 2023. At that time, we promptly engaged independent third-
party experts in computer forensics, analytics, and data mining to determine what
information was impacted and with whom it is associated. This extensive
investigation and analysis of the data recently concluded and was a critical
component in enabling us to identify specific personal information that was
acquired from the MOVEit platform. Upon that determination, we have worked
diligently to identify any impacted individuals to provide notification. On
November 27, 2023, we determined your personal information was affected. In
addition to our own investigation, we have also notified law enforcement of the
incident and have been cooperating with them since.

What Information Was Involved? Your affected information included date of birth,
Social Security number, and health insurance information.

391. Since the Data Breach, including prior to being notified by Delta Dental of
California and affiliates that her Private Information had been compromised and in the hands of
cybercriminals, Plaintiff has experienced an increase in the amount of intrusive spam calls, texts,
and emails she receives. She has also received alerts that her Private Information was found on the

dark web since the Data Breach occurred.
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392. Asaresult of the Data Breach, Plaintiff Boginski purchased the credit monitoring
service, BitDefender, for an annual fee of $99.

393. As a result of the Data Breach, she will have to maintain a subscription to
Deleteme.com to control the proliferation of her personal data to data brokers, for an annual fee of
$129.

394. Upon information and belief, Plaintiff Boginski’s unencrypted Private Information
was viewed by unauthorized persons, as evidenced by the fact that Plaintiff has experienced an
uptick in phishing emails since the Data Breach and the notifications she received that her
information was listed on the dark web, among other harms described.

395. The disclosure of her health insurance information is highly offensive due to the
deeply personal nature of health and medical data. This Data Breach has caused her significant
anxiety, increased concerns about the loss of privacy, and fears over the potential misuse of her
sensitive information by cybercriminals. She now faces a serious risk of identity theft, credit fraud,
and other potential harms, both at present and in the future.

396. Plaintiff Boginski values her privacy and is very careful about storing and sharing
sensitive Private Information. Plaintiff would not have entrusted her Private Information to Delta
Dental Bellwether Defendants had she known of their inadequate and lax data security policies
and practices.

397. Plaintiff Boginski has a continuing interest in ensuring that her Private Information,
which, upon information and belief, remains backed up in Delta Dental of California and affiliates’
possession, is protected and safeguarded from future breaches.

398. As a direct and proximate result of the Data Breach, Plaintiff Boginski has made

reasonable efforts to mitigate the impact of the Data Breach, including by regularly and closely
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monitoring her financial accounts, investigating fraudulent and suspicious activity to reduce the
risk of future identity theft and fraud, as well as purchasing credit monitoring services, actively
monitoring her credit, and contacting major credit bureaus to freeze her credit.

399. Todate, as aresult of the Data Breach, Plaintiff Boginski has expended over fifteen
hours between researching the details of the Data Breach and her efforts trying to mitigate the
harms of the Data Breach, as described, which are practices that she will need to continue
indefinitely to protect against and/or remedy fraud and identity theft.

400. Had Delta Dental of California and affiliates not delayed in notifying Plaintiff
Boginski about the Data Breach, she could have taken additional precautions earlier on to protect
her identity and mitigate the harms of the Data Breach.

401. Asaresult of the Data Breach, Plaintiff Boginski anticipates spending considerable
time and money on an ongoing basis to try to mitigate and address the harms caused by the Data
Breach. She has faced and continues to face a risk of fraud and identity theft that will last for her
lifetime.

402. Plaintiff Boginski suffered lost time, annoyance, interference, and inconvenience,
as well as money from purchasing credit monitoring services, as a result of the Data Breach.

403. Had Plaintiff Boginski been informed that Delta Dental Bellwether Defendants had
insufficient data security measures to protect her Private Information, she would have taken this
into account in deciding whether to enroll in Delta Dental insurance, and, at a minimum, Plaintiff
would not have paid as much for dental insurance.

404. Plaintiff Boginski relied on Delta Dental Bellwether Defendants’ policies and
promises to implement sufficient regulatory and industry compliant measures to protect her Private

Information and privacy rights.
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405. Due to the highly sensitive nature of the stolen information and its unauthorized
dissemination, Plaintiff has already suffered harm, including damages and a loss in the value of
her Private Information—an intangible asset entrusted to the Delta Dental Bellwether Defendants.
Plaintiff also faces a substantial and imminent risk of future harm.

2. Doris Cadet

406. Plaintiff Doris Cadet is, and at all times mentioned herein was, an individual citizen
of the State of Georgia, residing in Riverdale, Georgia.

407. Plaintiff Cadet is a current customer of DDIC and was a customer at the time of the
Data Breach. Plaintiff receives Delta Dental insurance through her employer.

408. Plaintiff Cadet provided her Private Information to Delta Dental Bellwether
Defendants as a condition of receiving dental insurance.

409. Plaintiff Cadet had the reasonable expectation and understanding that Delta Dental
Bellwether Defendants would take—at minimum—industry standard precautions to protect,
maintain, and safeguard that highly sensitive information from unauthorized users or disclosure,
and would timely notify her of any data security incidents. Plaintiff would not have entrusted her
Private Information to DDCA and Affiliates had she known that DDCA and Affiliates would not
take reasonable steps to safeguard her information.

410. Plaintiff Cadet received a letter from “Delta Dental of California and affiliates”
dated on or after December 15, 2023 concerning the Data Breach. The letter explained that
cybercriminals exploited a security vulnerability in the systems of one of Delta Dental of
California and affiliates’ third-party vendors, Progress. As a result, unauthorized individuals
accessed or obtained data stored on the platform, including the Plaintiff's information. The letter

further states the following:
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What Happened?

Progress Software announced a previously unknown vulnerability within their
widely used MOVE:it file-transfer software program. This vulnerability led to a
global data security incident that is reported to have impacted many organizations,
including corporations, government agencies, insurance providers, pension funds,
financial institutions, state education systems and more. On June 1, 2023, the
Company learned unauthorized actors exploited a vulnerability affecting the
MOVEit file transfer software application. Immediately after being alerted of the
incident, we launched a thorough investigation and took steps to contain and
remediate the incident. We stopped access to the MOVEit software, removed the
malicious files, conducted a thorough analysis of the MOVEIt database, applied
the recommended patches, and reset administrative passwords to the MOVEit
system. We also enhanced unauthorized access monitoring related to MOVEit
Transfer file access, malicious activity, and ransomware activity. On July 6, 2023,
our investigation confirmed that the Company information on the MOVEit
platform had been accessed and acquired without authorization between May 27,
2023 and May 30, 2023. At that time, we promptly engaged independent third-
party experts in computer forensics, analytics, and data mining to determine what
information was impacted and with whom it is associated. This extensive
investigation and analysis of the data recently concluded and was a critical
component in enabling us to identify specific personal information that was
acquired from the MOVEIt platform. Upon that determination, we have worked
diligently to identify any impacted individuals to provide notification. On
November 27, 2023, we determined your personal information was affected. In
addition to our own investigation, we have also notified law enforcement of the
incident and have been cooperating with them since.

What Information Was Involved? Your affected information included date of birth,
Social Security number, and health insurance information.

411. Since the Data Breach, including prior to being notified by Delta Dental of
California and affiliates that her Private Information had been compromised and in the hands of
cybercriminals, Plaintiff has experienced an increase in the amount of intrusive spam calls, texts,
and emails she receives.

412. Since the Data Breach, Plaintiff Cadet received a notice that a loan she applied to
was denied, but neither she nor anyone in her family had applied for a car loan. She also

experienced hard inquiries into her credit history.
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413. As a consequence of the fraudulent activity subsequent to the Breach, Plaintiff
incurred $300 in costs to have her credit repaired.

414. Upon information and belief, Plaintiff’s unencrypted Private Information was
viewed by unauthorized persons, as evidenced by the fraudulent activity to her credit, the
suspicious application for a car loan in her name, and the fact that Plaintiff experienced an uptick
in phishing emails since the Data Breach, among other harms described.

415. The disclosure of her health insurance information is highly offensive due to the
deeply personal nature of health and medical data. This Data Breach has caused her significant
anxiety, increased concerns about the loss of privacy, and fears over the potential misuse of her
sensitive information by cybercriminals. She now faces a serious risk of identity theft, credit fraud,
and other potential harms, both at present and in the future.

416. Plaintiff Cadet values her privacy and is very careful about storing and sharing
sensitive Private Information. Plaintiff would not have entrusted her Private Information to Delta
Dental Bellwether Defendants had she known of their inadequate and lax data security policies
and practices.

417. Plaintiff Cadet has a continuing interest in ensuring that her Private Information,
which, upon information and belief, remains backed up in Delta Dental of California and affiliates’
possession, is protected and safeguarded from future breaches.

418. As a direct and proximate result of the Data Breach, Plaintiff Cadet has made
reasonable efforts to mitigate the impact of the Data Breach, including by investigating fraudulent
and suspicious activity she experienced, contacting banks, credit card companies, or other vendors
about the suspicious, fraudulent activity she experienced, and by regularly and closely monitoring

her financial accounts to reduce the risk of future identity theft and fraud.

-123-
011175-35/2876720 V1



Case 1:23-md-03083-ADB  Document 1297 Filed 12/06/24 Page 146 of 1027

419. To date, as a result of the Data Breach, Plaintiff Cadet has spent several hours
researching the details of the Data Breach and performing those mitigation tasks.

420. Had Delta Dental of California and affiliates not delayed in notifying Plaintiff about
the Data Breach, she could have taken additional precautions earlier on to protect her identity and
mitigate the harms of the Data Breach.

421. As a result of the Data Breach, Plaintiff Cadet anticipates spending considerable
time and money on an ongoing basis to try to mitigate and address the harms caused by the Data
Breach. For example, she will need to continue indefinitely to expend time and effort checking her
credit and financial accounts for any unauthorized, suspicious activity to protect against and/or
remedy fraud and identity theft.

422.  She has faced and continues to face a risk of fraud and identity theft that will last
for her lifetime.

423. Plaintiff Cadet suffered lost time, annoyance, interference, and inconvenience, as
well as money from needing to purchase credit repair services as a result of the Data Breach.

424. Had Plaintiff Cadet been informed that Delta Dental Bellwether Defendants had
insufficient data security measures to protect her Private Information, she would have taken this
into account in deciding whether to enroll in Delta Dental insurance, and, at a minimum, Plaintiff
would not have paid as much for dental insurance.

425. Plaintiff Cadet relied on Delta Dental Bellwether Defendants’ policies and
promises to implement sufficient regulatory and industry compliant measures to protect her Private
Information and privacy rights.

426. Due to the highly sensitive nature of the stolen information and its unauthorized

dissemination, Plaintiff has already suffered harm, including damages and a loss in the value of
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her Private Information—an intangible asset entrusted to the Delta Dental Bellwether Defendants.
Plaintiff also faces a substantial and imminent risk of future harm.

3. Marvin Dovberg

427. Plaintiff Marvin Dovberg is, and at all times mentioned herein was, an individual
citizen of the State of Pennsylvania, residing in Huntingdon Valley, Pennsylvania.

428. Plaintiff was a customer of DDPenn at the time of the Data Breach. Plaintiff
received Delta Dental insurance through his employer.

429. Plaintiff Dovberg provided his Private Information to Delta Dental Bellwether
Defendants as a condition of receiving dental insurance.

430. Plaintiff Dovberg had the reasonable expectation and understanding that Delta
Dental Bellwether Defendants would take—at minimum—industry standard precautions to
protect, maintain, and safeguard that highly sensitive information from unauthorized users or
disclosure, and would timely notify him of any data security incidents. Plaintiff would not have
entrusted his Private Information to Delta Dental Bellwether Defendants had he known that Delta
Dental Bellwether Defendants would not take reasonable steps to safeguard his information.

431. Plaintiff Dovberg received a letter from “Delta Dental of California and affiliates”
(referred to in the Notice Letter as “Company”) dated February 9, 2024 concerning the Data
Breach. The letter explained that cybercriminals exploited a security vulnerability in the systems
of one of Delta Dental of California and affiliates’ third-party vendors, Progress. As a result,
unauthorized individuals accessed or obtained data stored on the platform, including the Plaintiff's
information. The letter further states the following:

What Happened?

Progress Software announced a previously unknown vulnerability within their
widely used MOVE:it file-transfer software program. This vulnerability led to a
global data security incident that is reported to have impacted many organizations,
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including corporations, government agencies, insurance providers, pension funds,
financial institutions, state education systems and more. On June 1, 2023, the
Company learned unauthorized actors exploited a vulnerability affecting the
MOVEit file transfer software application. Immediately after being alerted of the
incident, we launched a thorough investigation and took steps to contain and
remediate the incident. We stopped access to the MOVEit software, removed the
malicious files, conducted a thorough analysis of the MOVEit database, applied
the recommended patches, and reset administrative passwords to the MOVEit
system. We also enhanced unauthorized access monitoring related to MOVEit
Transfer file access, malicious activity, and ransomware activity. On July 6, 2023,
our investigation confirmed that the Company information on the MOVEit
platform had been accessed and acquired without authorization between May 27,
2023 and May 30, 2023. At that time, we promptly engaged independent third-
party experts in computer forensics, analytics, and data mining to determine what
information was impacted and with whom it is associated. This extensive
investigation and analysis of the data recently concluded and was a critical
component in enabling us to identify specific personal information that was
acquired from the MOVEit platform. Upon that determination, we have worked
diligently to identify any impacted individuals to provide notification. On
November 27, 2023, we determined your personal information was affected. In
addition to our own investigation, we have also notified law enforcement of the
incident and have been cooperating with them since.

What Information Was Involved? Y%%our affected information included date of
birth and health insurance information.

432. Since the Data Breach, including prior to being notified by Delta Dental of
California and affiliates that his Private Information had been compromised and in the hands of
cybercriminals, Plaintiff has experienced an increase in the amount of intrusive spam calls, texts,
and emails he receives.

433. Since the Data Breach, Plaintiff Dovberg discovered fraudulent attempted and/or
successful charges on his credit cards, debit cards, or bank accounts.

434. Upon information and belief, Plaintiff Dovberg’s unencrypted Private Information
was viewed by unauthorized persons, as evidenced by the fraudulent charges and the fact he has
experienced an uptick in phishing emails since the Data Breach, among other harms described.

435. The disclosure of his health insurance information is highly offensive due to the

deeply personal nature of health and medical data. This Data Breach has caused him significant
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anxiety, increased concerns about the loss of privacy, and fears over the potential misuse of his
sensitive information by cybercriminals. He now faces a serious risk of identity theft, credit fraud,
and other potential harms, both at present and in the future.

436. Plaintiff Dovberg values his privacy and is very careful about storing and sharing
sensitive Private Information. Plaintiff would not have entrusted his Private Information to Delta
Dental Bellwether Defendants had he known of their inadequate and lax data security policies and
practices.

437. Plaintiff Dovberg has a continuing interest in ensuring that his Private Information,
which, upon information and belief, remains backed up in Delta Dental of California and affiliates’
possession, is protected and safeguarded from future breaches.

438. As a direct and proximate result of the Data Breach, Plaintiff Dovberg has made
reasonable efforts to mitigate the impact of the Data Breach, including by regularly and closely
monitoring his financial accounts for fraudulent, suspicious, unauthorized activity to reduce the
risk of future identity theft and fraud.

439. To date, as a result of the Data Breach, Plaintiff Dovberg has spent several hours
researching the details of the Data Breach. Plaintiff has also expended time and effort checking his
credit and financial accounts for any unauthorized, suspicious activity, a practice that Plaintiff
Dovberg will need to continue indefinitely to protect against and/or remedy fraud and identity
theft.

440. Had Delta Dental of California and affiliates not delayed in notifying Plaintiff
Dovberg about the Data Breach, he could have taken additional precautions earlier on to protect

his identity and mitigate the harms of the Data Breach.
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441. Asaresult of the Data Breach, Plaintiff Dovberg anticipates spending considerable
time and money on an ongoing basis to try to mitigate and address the harms caused by the Data
Breach. He has faced and continues to face a risk of fraud and identity theft that will last for his
lifetime.

442. Plaintiff Dovberg suffered lost time, annoyance, interference, and inconvenience as
a result of the Data Breach.

443. Had Plaintiff Dovberg been informed that Delta Dental Bellwether Defendants had
insufficient data security measures to protect his Private Information, he would have taken this
into account in deciding whether to enroll in Delta Dental insurance, and, at a minimum, Plaintiff
would not have paid as much for dental insurance.

444,  Plaintiff Dovberg relied on Delta Dental Bellwether Defendants’ policies and
promises to implement sufficient regulatory and industry compliant measures to protect his Private
Information and privacy rights.

445. Due to the highly sensitive nature of the stolen information and its unauthorized
dissemination, Plaintiff has already suffered harm, including damages and a loss in the value of
her Private Information—an intangible asset entrusted to the Delta Dental Bellwether Defendants.
Plaintiff also faces a substantial and imminent risk of future harm.

4, Deanna Duarte

446. Plaintiff Deanna Duarte is, and at all times mentioned herein was, an individual
citizen of the State of California, residing in Sacramento, California.

447.  Plaintiff Duarte is a current customer of DDCA and was a customer at the time of
the Data Breach. She receives her Delta Dental insurance coverage through her employer.

448. Plaintiff Duarte provided her Private Information to Delta Dental Bellwether
Defendants as a condition of receiving dental insurance.
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449. Plaintiff Duarte had the reasonable expectation and understanding that Delta Dental
Bellwether Defendants would take—at minimum—industry standard precautions to protect,
maintain, and safeguard that highly sensitive information from unauthorized users or disclosure,
and would timely notify her of any data security incidents. Plaintiff would not have entrusted her
Private Information to Delta Dental Bellwether Defendants had she known that they would not
take reasonable steps to safeguard her information.

450. On January 10, 2024, Plaintiff Duarte received a letter from “Delta Dental of
California and affiliates” regarding the Data Breach (referred to in the Notice Letter as
“Company”). The letter explained that cybercriminals exploited a security vulnerability in the
systems of one of Delta Dental of California and affiliates’ third-party vendors, Progress. As a
result, unauthorized individuals accessed or obtained data stored on the platform, including the
Plaintiff's information. The letter further states the following:

What Happened?

Progress Software announced a previously unknown vulnerability within their
widely used MOVE:it file-transfer software program. This vulnerability led to a
global data security incident that is reported to have impacted many organizations,
including corporations, government agencies, insurance providers, pension funds,
financial institutions, state education systems and more. On June 1, 2023, the
Company learned unauthorized actors exploited a vulnerability affecting the
MOVEit file transfer software application. Immediately after being alerted of the
incident, we launched a thorough investigation and took steps to contain and
remediate the incident. We stopped access to the MOVEit software, removed the
malicious files, conducted a thorough analysis of the MOVEit database, applied
the recommended patches, and reset administrative passwords to the MOVEit
system. We also enhanced unauthorized access monitoring related to MOVEit
Transfer file access, malicious activity, and ransomware activity. On July 6, 2023,
our investigation confirmed that the Company information on the MOVEit
platform had been accessed and acquired without authorization between May 27,
2023 and May 30, 2023. At that time, we promptly engaged independent third-
party experts in computer forensics, analytics, and data mining to determine what
information was impacted and with whom it is associated. This extensive
investigation and analysis of the data recently concluded and was a critical
component in enabling us to identify specific personal information that was
acquired from the MOVEit platform. Upon that determination, we have worked
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diligently to identify any impacted individuals to provide notification. On
November 27, 2023, we determined your personal information was affected. In
addition to our own investigation, we have also notified law enforcement of the
incident and have been cooperating with them since.

What Information Was Involved? Your affected information included date of birth,
Social Security number, and health insurance information.

451. Since the Data Breach, including prior to being notified by Delta Dental of
California and affiliates that her Private Information had been compromised and in the hands of
cybercriminals, Plaintiff has experienced an increase in the amount of intrusive spam calls, texts,
and emails she receives. On or about February 2024, two unknown P.O. boxes were added to her
Amazon account that she did not authorize.

452. Upon information and belief, Plaintiff’s unencrypted Private Information was
viewed by unauthorized persons, as evidenced by the fact that Plaintiff has experienced an uptick
in phishing emails since the Data Breach and the notifications she received that her information
was listed on the dark web, among other harms described.

453. The disclosure of her health insurance information is highly offensive due to the
deeply personal nature of health and medical data. This Data Breach has caused her significant
anxiety, heightened concerns over the loss of privacy, and fears about the misuse of her sensitive
information by cybercriminals. She now faces an increased risk of identity theft, fraud affecting
her credit, and other potential harms, both at present and in the future.

454, Plaintiff Duarte values her privacy and is very careful about storing and sharing
sensitive Private Information. Plaintiff would not have entrusted her Private Information to Delta
Dental Bellwether Defendants had she known of their inadequate and lax data security policies

and practices.
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455.  Plaintiff Duarte has a continuing interest in ensuring that her Private Information,
which, upon information and belief, remains backed up in Delta Dental Bellwether Defendants’
possession is protected and safeguarded from future breaches.

456. As a direct and proximate result of the Data Breach, Plaintiff Duarte has made
reasonable efforts to mitigate the impact of the Data Breach, including by regularly and closely
monitoring her financial accounts for suspicious activity to reduce the risk of future identity theft
and fraud.

457. To date, as a result of the Data Breach, Plaintiff Duarte has spent several hours
researching the details of the Data Breach and has even contacted Delta Dental directly to inquire
about the breach, given the inadequate information provided to her.

458. Had Delta Dental of California and affiliates not delayed in notifying Plaintiff about
the Data Breach, she could have taken additional precautions earlier on to protect her identity and
mitigate the harms of the Data Breach.

459. Plaintiff Duarte has also spent several hours monitoring and investigating
fraudulent and suspicious activity, as well as contacting banks, credit card companies, or other
vendors about suspicious, fraudulent activity, all of which are practices that Plaintiff Duarte will
need to continue indefinitely to protect against and/or remedy fraud and identity theft.

460. As a result of the Data Breach, Plaintiff Duarte anticipates spending considerable
time and money on an ongoing basis to try to mitigate and address the harms caused by the Data
Breach. She has faced and continues to face a risk of fraud and identity theft that will last for her
lifetime.

461. Plaintiff Duarte suffered lost time, annoyance, interference, and inconvenience as

a result of the Data Breach.
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462. Had Plaintiff Duarte been informed that Delta Dental Bellwether Defendants had
insufficient data security measures to protect her Private Information, she would have taken this
into account in deciding whether to enroll in Delta Dental insurance, and, at a minimum, Plaintiff
Duarte would not have paid as much for dental insurance.

463. Plaintiff Duarte relied on Delta Dental Bellwether Defendants’ policies and
promises to implement sufficient regulatory and industry compliant measures to protect her Private
Information and privacy rights.

464. Due to the highly sensitive nature of the stolen information and its unauthorized
dissemination, Plaintiff Duarte has already suffered harm, including damages and a loss in the
value of her Private Information—an intangible asset entrusted to the Delta Dental Bellwether
Defendants. Plaintiff also faces a substantial and imminent risk of future harm.

5. Michelle Gonsalves

465. Plaintiff Michelle Gonsalves is, and at all times mentioned herein was, an
individual citizen of the State of New York, residing in New York, New York.

466. Plaintiff is a current customer of DDNY and was a customer at the time of the Data
Breach. Plaintiff receives Delta Dental insurance through her employer.

467. Plaintiff Gonsalves provided her Private Information to Delta Dental Bellwether
Defendants as a condition of receiving dental insurance.

468. Plaintiff Gonsalves had the reasonable expectation and understanding that Delta
Dental Bellwether Defendants would take—at minimum—industry standard precautions to
protect, maintain, and safeguard that highly sensitive information from unauthorized users or
disclosure, and would timely notify her of any data security incidents. Plaintiff would not have
entrusted her Private Information to Delta Dental Bellwether Defendants had she known that Delta
Dental Bellwether Defendants would not take reasonable steps to safeguard her information.
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469. Plaintiff Gonsalves received a letter from “Delta Dental of California and affiliates”
(referred to in the Notice Letter as “Company”) dated February 9, 2024, concerning the Data
Breach. The letter explained that cybercriminals exploited a security vulnerability in the systems
of one of Delta Dental of California and affiliates’ third-party vendors, Progress. As a result,
unauthorized individuals accessed or obtained data stored on the platform, including the Plaintiff's
information. The letter further states the following:

What Happened?

Progress Software announced a previously unk